Information Sharing

Types of Information

Types of Information Asset Vendor Government | Classification
Information | form Owners
Cyber Sanitized Yes Yes Yes Vetted list only,
Incidents without unless enough
affecting company name incidents to mask
Process and No vendor identifying any
Control details provided single entity than
Systems open

Without Only if Only if Yes Business

company name installation | vendor of Proprietary

but with vendor | matches concern

details

With company Only if No Yes PCII

name and company

location matches
Alerts Generic that Yes Yes Yes Vetted list only

could affect

multiple pcs

configurations

(e.g. SQL server

worm)

Alarms based on | Yes Yes Yes Open

thresholds

Specific to Only if Only if Yes PCII

process control installation | vendor of

configuration matches concern

(e.g. XA/21

update needed)
Assessment | Vendor Only if Only if Yes PCII
Results configuration approved by | vendor of

specific vendor concern

Site Areas Yes Yes Yes Vetted list only

Assessments —

Sanitized with

no company

name or location

and enough data

so results are not

traceable

Site Area Only if site | Only if Yes Business

Assessments targeted configurat Proprietary

specifics ion

existed




and site

approves
Vendor Vendor patch Only is Only if Yes Business
Patches testing results product is specified Proprietary
onsiteand | vendor
maintenance
paid
Vendor patch in | Only is Only if Yes Business
development product is specified Proprietary
onsiteand | vendor
maintenance
paid
Best Industry If signed No Yes Business
Practices benchmark NDA Proprietary

results




