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Disclosure is Coordination
Process

• Collect: Monitor public sources, accept private reports, perform 
original research

• Analyze: Understand vulnerability, attack vectors, mitigations, 
threats, context

• Coordinate: Vendors, critical infrastructure, researchers, trusted 
experts, CSIRTs, other stakeholders

• Disclose: Document vulnerability, provide actionable remediation
information

Goals
• Balance multiple competing objectives
• Minimize (potential) damage

Collaboration
• Work closely with DHS/US-CERT, vendors, researchers, CSIRTs
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Coordination is Disclosure

Disclosure combats information asymmetry
Without accurate vulnerability information, customers cannot 
make informed decisions

• Market for Lemons (Akerlof)
Reporting, coordination, and publication provide information 
about vulnerabilities—this is disclosure. Without disclosure, 
there can be no resolution.

“Publicity is justly commended as a remedy for social 
and industrial diseases. Sunlight is said to be the best 
of disinfectants; electric light the most efficient 
policeman.”

‒ Louis Brandeis
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Control Systems Vulnerability Notes
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IT Vulnerability Response Evolution

1988 2008200420011996

AngerDenial Acceptance

Individual 
developers

Ad-hoc adaptation, legal 
threats

PSIRTs, secure SDLCs, 
community involvement

CERT Advisories bugtraq, full-disclosure, 
0-days

Consistent vendor advisories, 
commercial alerting services

C source code 
patches, FTP

Downloadable updates, 
ad-hoc releases

Automatic updates, scheduled 
releases, management services, 

regression testing
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Questions
Vulnerability questions:

• Do you create or use software with vulnerabilities?
• How do you find out about vulnerabilities?
• Do you have sufficient information about vulnerabilities to 

make accurate risk assessments and response?
Disclosure questions:

• Who needs to know?
• Why do they need to know?
• What type/level of information?
• How is the information conveyed?
• When during the disclosure process?
• How will information benefit adversaries?


