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The Evolving Process Control Network

e Significant increase in use (and dependencies)
on standards-based Ethernet topologies and IP
communications protocol in the plant
environment

e Modern Business/Process interfaces are driven
by LAN based technologies

e Greatly increased security concerns (driven by
the “new” process control network)

- Trusted Access

- Vulnerabilities

- Malicious Threats
— Denial of Service
— Theft of Information
— Faulty Applications
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Diversity in the Connected Environment

e Machine-centric end systems Standards-Based
~ PLC Communication
- Smart Relay l
- Data Historian
_IPC -
amera Increased capability of
— |IP Phone ) i
communication between
— Instrument )
diverse elements offers
® Human-centric end systems improved proceSS, but can
- HMI/ Control Console introduce significant risk!
— Desktop
- Laptop

- Handheld
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Desegregated Communications — But How?

Business Domain
Level - 4

Control and Monitoring Network
Level - 3

PCN Interfaces :

Level - 2 = @ Common network infrastructure

__— - Do | maintain physical segregation of levels?

r) - How do I manage inter-level communication?
= - How do I secure level-based access?

- How do I maximize the benefits of open
communication without introducing risk?

Level - 1

Instrumentation and Measurement
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Network Policy Maximizes Communications

e The policy-enabled network understands context

- Who, want, where, when, etc.

— This context can be used to allow or restrict communications in the
network in a granular fashion

e Segregation is now logical — and controlled from a centralized
policy management console

— Maintains security with boundaries for communications — while leveraging a
common physical infrastructure

e Enables secure and deterministic communications!
— Business justified communications — process enablement.

gnmc-mdw
5



F

A Policy Framework

Configuration 3d Party
Roles VEREREME Monitoring

. High Priority
Services PLC
Protocols

Administrative Historian Monitoring

Protocols

Applications

Rules

(Traffic Controls) I

Administered
Centrally
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Applying Policy Framework to Process Control

Device Role Services Rules

Data Data
_% Sl é Control and é Allow Necessary Protocols

Acquisition Server Safety - MOD/TCP Port 502

Information - SOAP/XML
- Telnet
Equipment - Binary Port 4840

Health System

Deny Unnecessary Protocols
-HTTP

-FTP

- DHCP Port 546 & 547

- ICMP

- IGMP

- GVRP

Historian




Simple Administration i1s Paramount

Non-Centralized / Complex Approach Centralized / Intelligent Management Approach
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Seconds to deploy!
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Pervasive Policy Enforcement > J
/3% g
Network Policies
O e mission crtical o
communications.” -

A21j0d @210)u3g

. s =

Aa110d @1nquisig

“A user or device must not use .
up too much bandwidth.”
“A typical end system should
never be a DHCP server.” F
“Only IT administrators should
configure infrastructure

components.” 7 Establish Policy
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Architecting a Policy Based Network

e Must be...

simple to deploy/operate yet highly effective

secure enough to ensure process integrity and compliance
dynamic in controlling access

able to accommodate all needed process communications
intelligent to understand the context of what and who is connecting
easily adaptable to new communication requirements

standards based




F

Policy Deployment — Phased Approach

e Phase 1 — Enforce Acceptable Use Policy to all connection points
— Deny any unnecessary protocols and TCP/UDP ports to minimize risk

e Phase 2 — Enforce Deterministic Communications
- Use NetFlow to identify required communications between systems
— Restrict communication between unrelated systems
- Enforce application QoS

e Phase 3 — Enforce Dynamic Policy Assignment
- Leverage endpoint assessment/identification for device-specific policy
— Leverage device/user authentication for role-based policy

gnmc-mdw
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Policy Deployment — Acceptable Use Policy

e Default Policy Rules (no end-system dependencies)
— Which protocols are allowed?
- Which applications should be prioritized?
Policy Manager

—- What traffic should be limited to N
prevent network overload? Acceptable Use Polig

Configuration
- What services should be
filtered to prevent misuse?

Policy Distribution

Throughout Network \ Proce
. Ne
< >
DHCP Traffic =—)
End—SyStem Control Traffic =—y-
(Computers, Printers, Monitoring Traffic e —-
Instrumentation, etc.) Historian Traffic — Network

Known Worm Traffic e—— Switch
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Policy Deployment - Analysis

e What communication traffic is “on” the network —and is
It necessary?
- NetFlow

e To what should users and devices
connect?

e How should users and devices
communicate with each other?

a1 12 T 13 T 11 T WAN
-
I T T 0
Devices 8 (PLC) |9 (Converter) |(Converter) |11 (Laptog nverter) _|Client) |cu) |Client 1 |Client 2)
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Policy Deployment — Deterministic Communications

e Are there applications which require low latency?
— Instrumentation

e Are there mission critical

ap p | I Cat| ons 7 § —= - MACAddresls‘ayer 2 Access Control
g - Q EtherType (IP, IPX, AppleTalk, etc) o
n L 3
- MOD/TCP Q IP Address ayer - - - 8 Deny
Q IP Protocol (TCP, UDP, etc)
o Q ToS o .
Y A re t h e r e r e m Ote o O TCP/UDP port (HTTP, SAP, Kazaa, etc) ss s @ Ccotan

management applications

74
which must maintain 3 W s of service
VISIbI|Ity’7 . = 9 =3 &4 Priority/QoS
_ SNMP S @9 &9 &9 [ RateLimit
~ TFTP

Flow




F

Policy Deployment — Dynamic Enforcement

e What is the type of device attempting to communicate on the network?

- MAC-Based Authentication
- OUI Mask Association
- Endpoint Detection (CDP, LLDP, LLDP-MED, SIP)

e Who (if anyone) is using the device?
- Web-Based Authentication
- 802.1X Authentication (Digital Certificates, Biometrics, etc.)

e Based on the context of device type and user, what communications
should be allowed?
- Enforced dynamically at the point and time of connection

\A Q/ 4= = Assessment

= Authorization

= Forced Authentication
= Policy Enforcement




F

Summary

A policy-based network for process control should...

|Z[ ...control network access to every device, user, and application
attempting to communicate on the network.

|Z[ ...completely enforce the acceptable usage policies of the
process control network resources.

El ...identify each end system and user, and determine
communication privileges based on their role in the environment.

El ...automatically identify any unsafe or dangerous end system
prevent it from adversely affecting the network environment.

|Z[ ...instantly identify any threat on the network and then mitigate it
at its source.

|Z[ ...prevent devices and users from misusing available bandwidth
for unauthorized network communications.

|Z[ ...provide a comprehensive audit trail of device and user location,

application communication, and security events.

A well architected,
policy-based network
for process control can
securely enable critical
communications!
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Thank You.

e Secure Networks for Process Control Whitepaper
— http://www.enterasys.com/company/literature/sn-pc-wp.pdf

e See a Policy-Based Network in Action!

- Visit the Enterasys Booth tonight at the Solution Provider
evening event.
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