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Agenda

e Exposure of Control Systems to Insecure Computing
Infrastructure

e Current IT Security Posture
e Development in High Assurance IT Security

e Virtsec for Control Systems
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Nuclear Power Plant Shutdown

“Technicians were aware that there
was full two-way communication
between certain computers on the

plant's corporate and control
networks.”

“Computer security experts say the
Hatch plant incident is the latest
reminder of problems that can occur
when corporate computer systems
at the nation's most critical
networks are connected to sensitive
control systems that were never
designed with security in mind.”
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I'T Security Trends

High Severity
Software
Vulnerabilities

Source: Common Vulnerabilities and Exposures (CVE) — cve.mitre.org




- - . Common EAL Description
Common Criteria Primer | crieria
eve
 INA
e Common Criteria (ISO/IEC 15408) |EAL1 | Functionally tested
- International standard for evaluating Structurally tested
security
— Classes of products based on functional AL3 | Methodically tested and
and assurance requirements - ] checked

Methodically designed, tested,
and reviewed

» Firewalls, operating systems, etc.

Semiformally designed and
tested

I IS o |

Semiformally verified,
designed, and tested

Formally verified, designed,
and tested
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Public and Government Mislead

e VMware’s recent EAL 4 security certification

- “The EAL4+ rating is the highest assurance level that is recognized
by all signatories under the Common Ciriteria Certificates (CCRA).”

— “It can be used ... for sensitive, government computing
environments that demand the strictest security.”

- Delivers “unmatched levels of reliability and security”

e Trusted Solaris — also EAL 4
- “The Most Secure Operating System on the Planet”

e Symantec Enterprise Firewall — also EAL 4

— “This certification highlights Symantec’s commitment ... to offer
customers the highest level of security in today’s market”
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What Does EAL 4 Really Mean?

o Note that Windows and Linux have also met EAL 4

e Protection Profile:

— “Protection against ...inadvertent or casual attempts to breach the
system security”

— Not appropriate “against determined attempts by hostile and well
funded attackers to breach system security”

http://www.niap-ccevs.org/cc-scheme/pp/pp os ca vl.d.pdf




m_——
What Does EAL 4 Really Mean?

e“|t's secure as long as nothing Is connected to it” — NSA
security evaluator

e “Security experts have been saying the security of the
Windows family of products is hopelessly inadequate.
Now there Is a rigorous government certification
confirming this.” — Jonathan Shapiro, Johns Hopkins
computer security expert

gnmc-mdw
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What Does EAL 4 Really Mean?

e How about SELInux?

— Like Trusted Solaris, adds
security controls on top of a low
assurance foundation

— Putting a padlock on a screen
door

e SELInux website

— “There has been no work focused
upon increasing the assurance of
Linux”

— “Security-enhanced Linux is ...
very unlikely by itself to meet any
interesting definition of secure
system.”
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What Does EAL 4 Really Mean?

eBut we can make it secure, can’'t we?

e EAL 4“is the highest level at which it is likely to be economically
feasible to retrofit an existing product line.” — Common Criteria v2.1

eEAL 4 means: certified hackable
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EAL 4 — Certified Hackable

e Numerous security vulnerabillities in Windows, Linux,
Solaris, VMware, Cisco, & Symantec
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EAL 4 for Process Control Systems

“The vulnerabillities are endemic because we have whole
networks and infrastructures built on software that’s
Insecure. Once an outsider gains root access, he could
do anything. Any given day, some new vulnerability
pops up.” — Michael Vatis, executive director of the Task
Force on National Security in the Information Age
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High Assurance — Achievable?

eHigh assurance Common Criteria evaluation
— http://www.niap-ccevs.org/cc-scheme/in_evaluation.cfm (VID

10119)
— NSA penetration testing
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EAL 7 Operating System in F-35

e Mission systems
e Display systems

e Communication/Navigation/ldentification
Systems (CNI)

e Crypto Engine

e Lead program for certification

- “high robustness”: the most valuable
Information exposed to the most determined
and resourceful attackers

~ This is the level of security we need
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High Robustness Operating Systems

e Designed for security

- Guaranteed resource availability and Deterministic operation
= Other operating systems susceptible to DoS

— Least privilege model for security using object capabilities

= Other operating systems have weak access control

- Anatomy of a buffer overflow
» Stack segment with execute privilege
» Program launch privilege
» File system access privilege
» File modification privilege

— Minimal microkernel architecture

= Other operating systems are hopelessly complex and riddled with
bugs (vulnerabilities)
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High Robustness Operating Systems

e Assurance artifacts
- Formal methods (done right)
- Plans / design / documentation for every single line
- MCDC testing
— Secure configuration management and delivery

— Much more
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High Robustness Software

e Independent Evaluation/Certification
- DO-178B Level A
- |[EC-61508 SIL 3
- CMMI Level 3
- NSA EALG6+
- Type I/l FDA/CDRH Medical
- NSA Type 1

e Proven in Use In Critical Systems
—- Medical/Industrial/Avionics/Automotive/Financial/Consumer
— At least 10 years of use in demanding applications

— “It's easier to prove something when it is already correct” —
Rockwell Collins Formal Methods Center of Excellence

gnmc-mdw
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Virtualization Security (virtsec)

e Virtualization does not
Imply security

e Security experts
recognize that
virtualization can
Increase attack surface

- King, et al (SubVirt, Blue Pill) —
UMich, MSFT research

- Tavis Ormandy — Empirical
Study of Security Exposure in
Virtualized Environments
(QEMU, VMware, etc.) —
“Virtualization Is no security
panacea”
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Virtualization Security
e Hypervisor architecture — legacy vs. secure

o INTEGRITY, with Padded Cell technology is an
example of the microkernel approach
gnmcumuw
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Virtualization Security
e Hypervisor architecture — beware console OS (large TCB)
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Virtualization Security

e Critical applications hosted by high assurance kernel

e Brick wall partitioning between guests and critical apps

gnmc-mdw
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Virtualization Security

e Guest 1: Control system environment

e Guest 2: Corporate network / guality-of-life environment
— Browse the Internet safely!

e Choices for sharing a display

gnmc-mdw
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Virtualization Security

e Secure virtual appliances
e Access control
e Policy managers
e Firewalls

e Anti-virus
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Virtualization Security

e Not just desktops and servers
e Laptops

e Mobile Devices
e Digital keys

e In-person proofing

24




F

Virtualization Security

e Beyond the security kernel
e Rogue peripherals
e Commandeered platform software — BIOS, security kernel

e Performance problems due to virtualization
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Virtualization Security

e Intel to the rescue
e Rogue peripherals: VT-d
e Commandeered platform software: TXT

e Performance problems due to virtualization: VT-X,
VT-d, and follow-on generations of both

gnmc-mdw
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Summary

e Risk of compromised process control systems
e Current security posture of IT infrastructure
e High assurance is here

e Virtsec is a key enabling technology
e Security where you need it

e Even if the control and corporate networks meet

e While retaining use of common operating environments




