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Methodology or Tool Analysis

In the guestions below, substitute the term “methodology” if
and not a tool.

ing a methodology

1. Overview: Provide a brief overview of the tool.
7777

Applicability
2. Target Organization: What kinds of organi i ol useful? Some
characteristics to consider are sector, siz i ence/maturity of

22777
3. Scope of Assessment: Descri i the assessment supported by
the tool. Scope mcludes the i dary to which the assessment

applies, the topig S and the recommended part|CIpants in the

4, ow focused is the tool on cyber security? Does the
e for assessing cyber security? By “in depth guidance”
we mean in ion about cyber specific assessment elements such as those listed in
the “General e table in the Technical Coverage section below.
7727

5. Target Audience for Results: What is the intended audience for the results — upper
management, middle management, systems experts?
7777

Assessment Process Features
6. Data Collection Approach: What type of approach is used for performing the
assessment (e.g., questionnaire/checklist, interview/audit)?

27777



7. Detailed Operator Guidance: Does the tool or its documentation provide detailed
guidance to assist the operator, such filled out examples or checklists of assets to
consider, potential vulnerabilities, adversaries, etc.?

77727

8. Results: Describe the kinds of results provided by the tool. What are the scoring
techniques? Does the tool produce specific recommendations?

772777

9. Support for Ongoing Assessment Program: What features does the tool have to
assist in effectively performing periodic assessments? an the tool
compare assessments done at different times? Does efficient update
of previous analyses when the participant’s target es (e.g. to
incorporate new systems and applications)?

/772777

Deployment Considerations
10. Learning curve: Is the tool intuitive and g&

177777

11. Cost: What is the total cost of the
implementation and operatio

, includ rchase price and the cost of

772777

12. Schedule: to carry out an assessment using this tool?
2122777

13. Technica irements: Describe any technical requirements (e.g., external
connection ase or difficulty in installation, licensing requirements).

772777

14. Installed base: How widespread is the use of the tool — in what sectors?
77777

15. Vendor support: What if any support is needed, and what support is available from
the vendor or others in order to successfully use this tool?
177777



Technical Coverage

Note that none of the above characteristics touch on whether the assessment tool or
methodology covers the right topics. This is a tougher list but is central to the gaps
analysis the working group is interested in. Below is a initial list of “right topics” based
on:

e Sandia’s “Reference Model for Control and Automation Systems in Electric
Power,” (found at:
http://www.sandia.gov/scada/documents/NSTB_R

e DOE’s “21 Steps to Improve Cyber Security of rks” (found at:
http://www.ea.doe.gov/pdfs/21stepsbooklet.pd

e Electric, Gas, and Water: Critical Infrastructur
Differences Security as a Common Denominato
http://www.digitalbond.com/SCADA _security/

e Process Control System Security Technical Risk Ass t: Analysis of
Problem Domain (found at:
http://www.mitre.org/work/tech _paperséte 3 5/index.html)

e Guidance for Addressing Cybersecurity i amical Sector, Version 2.1
(found at:
http://www.chemicalcybersec

e NERC Critical Infrastructute

002-009 (found at
y' Standards.html#Critical Infrast

This table is 0 by elem
the fif

ts used by ISA SP-99 Part I1. This same list is used by
bullet above (which adds one) and 1SO 17799, (which
uses ten of the eigh

Filling in the Tabl

To evaluate a methodology or tool against these elements:

e The purpose of the the table is to identify strong and weak areas this methodology
has in terms of cyber security generally, but most importantly in terms of
SCADA-specific cyber self-assessment topic areas.

e There are two separate judgements you make under each of the 18 categories —
one is whether the topic is covered in terms of general cyber security, and
secondly whether specific control system topics are treated by the tool or
methodology.


http://www.sandia.gov/scada/documents/NSTB_Ref_Model_V1_2.pdf
http://www.ea.doe.gov/pdfs/21stepsbooklet.pdf
http://www.digitalbond.com/SCADA_security/UTC_Final.pdf
http://www.mitre.org/work/tech_papers/tech_papers_06/06_0045/index.html
http://www.chemicalcybersecurity.com/cybersecurity_tools/guidance_docs.cfm
http://www.nerc.com/~filez/standards/Reliability_Standards.html#Critical_Infrastructure_Protection
http://www.nerc.com/~filez/standards/Reliability_Standards.html#Critical_Infrastructure_Protection
ftp://www.nerc.com/pub/sys/all_updl/cip/Top_10_vuln_2006_16mar2006_ss.pdf

e Fill in the rightmost column of the table, noting whether and to what extent the
methodology or tool covers the item in the Topic column. Do this by filling in one
of the words Yes, No, Partial and any explanatory comments.

e It is not expected that you will detail coverage of every bullet point in the table.

e However, if you find a SCADA specific topic covered by your methodology/tool
that is not listed here, record this in your comments.

Category | Topic | Comments on Coverage
1.0 Importance of Cyber Security in Business
1.1 General Critical business processes and IT system

dependencies are identified at a high level
consequences of security breaches
understood, profile of
acceptable/unacceptable consequences

agreed
1.2 SCADA e Model lists of typical critical con
Specific system assets for entities in specific
sector

e Consequences to be cons
include those possibleivia co
systems such as loss
to infrastructuregen

2.0 Scope of the

2.1 General 22777

2.2 SCADA
specific

27777

ab configuration environment,

eal time and historical data

availability.

e Guidance on interfaces unique to
control systems such as interfaces
between control and business
systems, interfaces to oversight
entities, external vendor interfaces,
emergency remote interfaces,
control signals from remote
systems.

3.0 Security Policy

3.1 General | Existence of documented security policy | zzz222




3.2 SCADA e Areas of policy that may differ for 777777

specific IT systems and control systems

o Elements needed in control system
policy

4.0 Organizational Security

4.1 General Organizational entity exists responsible for | zzzz
overall security of organization, including
physical and cyber

4.2 SCADA e Individual exists with clear 27777

specific definition of responsibility for
control system cyber security

o Clear coordination point betwee
business side IT cyber security and
control system security

e Specific point of responsibility
exists for ensuring that combinatio
of physical and cyber mechanis
provide adequate control system

security
5.0 Personnel Security
5.1 General Employees and contractors a
upon employment andg
criticality of job. Jo
5.2 SCADA 2727777
specific
6.0 Physical and Env
6.1 General ical threats to cyber systems 777727
considered, including physical damage,
tampering with removable media, tampering
with external interfaces, equipment failure,
power outage
6.2 SCADA e Guidance on level of physical 7777727
specific protection required for various types
of cyber assets
e Consider safety implications of
locking up control system elements
(e.g. vs. 24 X 7 guard)

7.0 Risk ldentification, Classification, and Assessment




7.1 General Identify threats, vulnerabilities, 222277
consequences, probability of occurance for
realization of threats identified

7.2 SCADA e Diagram of control system network | zzzzz

Specific e Guidance for enumerating critical

assets
Enumeration and
characteristics/preferences of threat
sources (e.g. terrorist, activists,
employees, criminals)

Guidance for assessing probability
of control system security incidents
Guidance on assessing
consequences

Consider: interdependencies an
cascading effects

Consider when defining criticality:;
how long can you operate witho
control, without visibility? How fast
do you need alerts, alarms,.an
able to start, stop or mg
process?

See last entry in tabl
specific vulne i
elements.

8.0 Risk Management and Imple

8.1 General 77777
727777
9.0 Incident Plan
9.1 General ures for cyber incidents are 7777
oped, documented and communicated

These procedures include response,

communications at time of incident,

reporting, post mortem.
9.2 SCADA e Integration with organization’s 2777
specific existing crisis management

processes
Possibly unique reporting
requirements for control system
incidents

Consider when designing response
procedure: how long can you




operate without control, without
visibility? How fast do you need
alerts, alarms, and to be able to start,
stop or modify a process?

10.0 Infrastructu

re-related Operations and Change Management

10.1 General Existence of processes for change 7227
management, removal of unnecessary
services from platforms, patch management,
backup/restore, anti-virus application

10.2 SCADA o Consider that all of these processes | zzzz

Specific for control systems require

particular attention to testing in o
line environment, may be differght
than parallel IT processes

e Consider that servers running
control system components may
have different profile of require
services than business servers

e Periodic testing of securit trols
for high risk control en

11.0 Access Control

11.1 General Principle of least privi
management of acco
personnel and thi

11.2 SCADA

specific

lockout on login failures,

N savers blocking status

ormation, authentication using

remote servers or LAN/WAN

elements causing denial of service

o Different policies for administrative
vs. control access to control system
elements

o Different policies for access to
critical operator functions and
platforms hosting critical
components

e Use of stronger authentication for
remote access

e Use of team passwords

e Common instances in which

7777




“weaker” cyber security
mechanisms in control system
settings call for stronger physical
access controls (e.g. unattended
logged in terminals)

o Approval of privileges by personnel
familiar with control tasks

e Modification of access controls
cannot cause interruption of
operation

e Agreements on access control
policies in vendor RFPs

12.0 Information

and Document Management

12.1 General System for classifying information that
determines policies on access, copying,
transmittal, retention, etc..

12.2 SCADA e Model list of potentially sensitiv

specific control system information such as

equipment diagrams, logic
programs, any informati@
for finding vulnerabi

13.1 General

13.2 SCADA
specific

V patch updates
of runtime and

Designs consider risk of control and
non-control traffic on same network

27777

14.0 Staff Training and Security Awareness

14.1 General Need for timely awareness and specific 2272727
technical cyber security training plus
periodic updates
14.2 SCADA e Awareness and training for control 77227
specific system personnel tailored to specific

needs
e Guidance on training needs for
control system personnel




15.0 Compliance

15.1 General Audit in place for compliance to cyber 7227
security policies and procedures, that
controls are working as intended and all of
these meet business requirements
15.2 SCADA e Audit for control systems takes into | zzzzz
specific account complementary physical

and cyber mitigators

e Audit for control systems takes into
account differences in upgrade,
patch, anti-virus and minimal
platform services procedures for
control systems

e Audit for control systems does
use automated scans where thes
might disable equipment

e Audit includes configurations of
firewalls that protect control system
network

16.0 Business
Continuity Plan

(Propose not to review this topi

17.0 Monitoring

and Reviewing the CS

17.1 General Data on failed and su 72727
audits and chang
its environm
na ,
17.2 SCADA 77777
specific :
0 a given sector
tacks that are
etectable against control
ovides adequate data for
18.0 Maintaining ting Improvements
18.1 General g process exists for continuous update | zzzzz
SMS, based on industry benchmarking,
availability of new technologies, etc.
18.2 SCADA e Sources for benchmark information 7777
specific for sector
e Sources for tracking SCADA security
technology
19.0 Identifying
Vulnerabilities
19.1 SCADA e Protection of data for 72777
specific integrity/confidentiality (as
appropriate), at rest and in transit, in
light of protocols used (e.g.




ModBus/TCP/IP)
Field 1/0
Status Data Field Points
System Status Data
Historical Status Data
Exported Data
Imported Data
External (e.g. regional)
control signals
o Control systems programs
and configuration
o Enforcement of policy by
mechanisms that protect all interf
to SCADA systems. Policy inclugdes
controls on physical access to remote
access point of origin, authentic
of access attempt, and authorized
information flow. Typical interf
are:

OO0OO0OO0OO0OO0O0o

Flow of imported data

System or plant automated
controls
sideration of SCADA system
omponents:
o HMI/MMI
0 Alarm subsystems
o Dataarchiving
o0 Front end processor/local data
storage
RTUSs/IEDs/PLCs
Sensors
Control equipment and
actuators
0 Global control loops
0 Local control loops
0 SCADA/PCS system

O 0O




software
Consider items being controlled:
underlying mechanical objects such
as pumps, valves, switches and
heaters
Configuration of security features
offered by SCADA systems
Capability to detect cyber intrusions
using available data - usage of IDS,
log files in firewalls/routers, operating
systems, business and SCADA
applications, for critical servers, fiel
devices and network
Kinds of attacks that are detectable
0 Reconnaissance to iden
vulnerabilities
0 Exploit attempts on
unpatched systems
o Worms, trojans, denial of
service attacks

IDS attack
for Modbus TCP,

» Force reboot
* Force listen only mode
— Unauthorized client
reads and writes

— Reconnaissance
attempts

— Buffer overflow attacks
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