


e Provides service to 1.3 million customers
e Maintains 78,000 miles of power lines
e Covers 44,500 miles of geography

Reliable







The Problem — Dealing With Fear,
Uncertainty, and Doubt

Has statute of limitations been
reached for Queensland
SCADA system hack in 2000

How serious is problem if
“experts” rely on same five-
year-old incidents to prove
point

There are zero- and low-cost
solutions

Dial-Up Access




Engineering Access
Relay Panel







Estimated $10-billion financial impact




OQOQ







10




P, @ W | B & [ & & B8 |
Start  Stop Rescan | Save Hevert  Default ! Import  Export  Report  Graph | What's this?
| 2%
Phone Mumbers i Hesults i Status | History ; Setup ;
Time ! MNumber i Fiesult I k 'z! Spstem D ! User ID i Password &

; : Az ; i e e e m
2002-08-1911:39 7 E17-885-1305 CARRIER PFP [M5-CHAF] Freeze
2002-06-1911:39 1 £17-855-1459 BUSY O
2002-08-1911:39 2 E17-885-1381 BUSY
2002-061911:39 5 BIFEES1272 BUSY B
2002-08-1911:38 3 E17-885-1859 BUSY
2002-06-1311:38 3 E17-555-1973 CARRIER PCARpwhere
2002-08-1911:38 7 E17-885-1601 RING_TIMEOUT
2002-06-1311:38 4 E17-555-1500 TOME
2002-08-1911:38 3 E17-885-1265 CARRIER PCARnpwhere
2002-06-1911:38 2 E17-555-1133 CARRIER Urix [FreeBSD)
2002-08-1911:38 g E17-885-1847 CARRIER PFP [M5-CHAF]
2002-06-1911:38 3 B17-8555-1982 TIMEOUT
2002-08-1911:38 E E17-885-1182 TOME
2002-06-1911:38 3 B17-555-1238 BUSY
2002-08-1911:38 3 E17-865-1859 BUSY
2002-06-1911:38 3 E17-555-1144 TIMEOUT
2002-06-1911:38 7 E17-B85-1930 TOME
2002-06-1911:38 3 E17-555-1834 TIMEOUT =
T R ot i_ﬁJ
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GENERAL ELECTRIC CANADA.

INC.

elcome to the Pauwlson Hills Substation

LOGIM:

ENTER USER MNAME:
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Unauthorized access prohibited
lllegal use will be prosecuted
All calls are logged

ENTER USER ID
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Public Telephone

13




[
Control Center\

Trip
Breaker!
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Relay Trip!

SCADA Master
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Wiretap
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Security Problem

Unsecured
Channel

Engineer Device

—
Attacker
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Security Solution

“Trip Breaker”
Unsecured

Channel

Remote

Engineer Device

Attacker
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Encrypt
Authenticate
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Switched Telephone
Network

C387 Cable

Serial Link for Text Alarm Messages
Serial Link Using Native IED Protocol
Switched Telephone Network

Intrusion
Security System Unauthorized control house entry
detected October 21 at 9:14 A_M.
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ldentify and Defend Your Electronic
Security Perimeter!

Electronic Attack

Entry Points Private Fiber

Network Real-Time

Protection

Dial-Up Line -
QE)! Dial-Up
Engineering

. Access
Leased Line

(Telco) Ethernet

Engineering Access

Electronic Security Perimeter

Substation

Protective Relay .

Communications
Processor or RTU
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Questions?
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