Collaborating to Advance Control System Security



Questions

eYou're doing an API-NPRA Security Vulnerability

Assessment
= How do you pick your most critical assets?
...0r your most critical functions?
...0r your most critical interdependencies?

eYour Red Team says you have vulnerabilities
= Which ones do you fix?
= How much is enough?
= Where are the risks?



Where Are Your Corporate Risks?
How to figure all of this out??? Use RiskMAP!




What is RiIskMAP?

e Risk-to-Mission Assessment Process

e\What It does:

— Models a business’s pertinent features
— Maps between network risk and business risk
— Provides solid decision support for the CIO

eWhat i1t doesn’t do:

— Scan for vulnerabillities
— Generate network risk values



How

Does

Risk MAP
Work?

Objective

Relative Weights

@ Objectives
8| N\
5 Most
._g_). Important
o AN
(Reduced)

Objective Risks

Task

Relative Weights

Asset

Relative Weights

@ Assets

9 Most

S Critical
AN

®)

Tasks
3| ™\
B Most
Q Critical
o]
© AN

Task Criticality

v

@ Tasks
8| ™\
8 Greatest
2, Risks
o AN

Asset Criticality

&R

v

Assets

Tasks

N

Greatest
Risks
AN

Task Risks

(Reduced)

@

Nodes

Assets

N

Most
Critical

N

Node Criticality

@R

v

Nodes

Assets

N

Greatest
Risks

N

Asset Risks

(Reduced)

Node
Relative Weights

Network
Vulnerability
Assessment
v
@ Vulnerabilities
N
L Greatest
3 .
> Risks
AN
Node Risks
Addition
T
Mitigators
(Reduced) -
- Patches
- Firewalls
- New Tools



Dashboard View — Before Mitigation
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Dashboard View — After Mitigation
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Are the Results Credible? Useful?

e Credibility of Results
— Model based wholly on Owner/Operator input
— Network risks input by company’s own experts
— Drill-down to risk sources is quick & traceable

e Utility of Results
— Model is reusable for future assessments
— Results support various operations decisions
- Refinery template used by Ergon Refining, Inc.



What’s Next for RiskMAP?

e Topics for further development include:
— Additional data template(s)
— Inclusion of Confidentiality issues in analysis

e Commercialization of prototype is underway

- Seeking gualified developers through Fluid Innovation
Group

— Contact Andrew Allemann at (512) 437-2427 or


mailto:allemann@fluidinnovation.com

summary

e RiIskMAP enables accurate identification of
critical functions, assets, and network nodes.

e RiIskMAP provides CIO-level decision support
including drill-down and what-if exercises.

e Detalled info available at the ISP web site


http://www.thei3p.org/
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