Collaborating to Advance Control System Security



Beliefs

e Improved understanding of security metrics will enhance
the quality of control system security thinking, awareness,
measurement tools, standards, best practices,
procurement practices, etc...

e Objective measures can be developed along with explicit
mathematical models to produce improved metrics for
assessment of control system security

e Without improved security metrics, risk and risk reduction
must remain qualitative (High, Low, Medium), and
Intrinsically unsatisfying



Security Metric Collaborations

e We see value in Security Metric collaborations
- Frameworks and Taxonomies
- Measurement Tool needs
— Field trials
—- Refinement

e It is a difficult problem but progress is being made
— Find opportunities to join forces and collaborate
— Proceed by taking small steps



Closeout

e Thanks to our presenters and colleagues

— CIiff Glantz, Ron Halbgewachs, Eric Byres, and
Wayne Boyer

e Open Discussion
— Collaborative opportunities?
— Questions?
- Comments?




	Path Forward and Closeout
	Beliefs
	Security Metric Collaborations
	Closeout

