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I3P Project Objective: Help O&G
Sector Manage PCS Risks

Understand

Threats, vulnerabillities,
consequences at facility
to national scale

ASSess

Risk exposure through
new assessment tools
and metrics

Mitigate
Vulnerabilities through

novel security
technologies




Project Organization

Oil and Gas Industry

Requirements
& Technology

Information Transfer
Workshops, Demonstrations

search Teams

* Risk Characterization » Security Tools
* Interdependencies  Information Sharing

» Metrics  Technology & Knowledge Transfer



http://www.sandia.gov/index.html
http://www.thei3p.org/

Research Approach

Understand vulnerabillities, analyze the impacts
of disruption, characterize the risks

Understand and develop metrics that can be
used to measure improvement

Research technical solutions

Work with stakeholders to transfer the
knowledge gained and the technology
developed




Engaging Industry to Understand Risks

Institute for Information Infrastructure Protection
www.thei3p.org

Characterization of O&G

control systems risks through

workshops and numerous site

visits and industry discussions
Threat assessment

Vulnerability analysis and
categorization

Effectiveness of mitigations
Recommendations on path forward

Development of representative
test environment and
vulnerability scenarios to direct
technology development

I3P Risk Characterization Paper
in Oil &Gas Journal
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2"d Industry Workshop
June 8, 2006; La Jolla

Focused on presentation
and demonstration of
research results in
action-ready format

Understanding

The Solutions
» Secure Design
» Metrics ~— e Security Monitoring

* Interdependencies -« Information Sharing
* Risk Analysis =« Future Trends

Understanding

The Problems
* Vulnerabilities

We collected stakeholder
feedback



3" Industry Workshop
February 15-16, 2007; Houston

Overview of recent
cyber threats to PCS

Demo of vulnerabilities
Latest research findings
Multi-disciplinary
approach to PCS
security

Training in risk
management, security
tools, mitigation
technigues



Risk management insights and
methodologies

Raising the alarm: industry information sharing
following an attack

ldentifying corporate risks with RiskMAP
Understanding and applying security metrics
Cascading impacts of PCS attacks

Failures in oil and gas infrastructure: trends, causes
and conseguences



I3P Vision For Reporting and

Analysis
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RiskMAP: Finding Corporate Risks

Business Objectives
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On the path to commercialization...




Understanding and Applying
Security Metrics

Well-designed security metrics are needed to help the

enterprise manage the security component of its
business risks

Reports: State of Practice, Metrics Requirements, and
Metrics Tools reports

Tools: 21 Steps Metric Tool & P-STET
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Understanding Cascading Impacts
of Attacks on PCS

Quantifying cascading impacts requires:
modeling and analysis at multiple scales
supports decision making at multiple levels
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Understanding Trends, Causes
and Consequences of Failures

Looked at data on:

International terrorist attacks
on pipeline infrastructures

domestic accidents and
failures (from the Office of
Pipeline Safety)

Modeled trends to identify those Incidents Over Time
causes that pose the greatest

consequences 200
Looked at correlations between |

the type of failure eventand cost  ° ————————
(I.e., product loss, property v v s .
—=— NG Transmission —a— NG Distribution —e— Haz Liquids

damage, clean-up & recovery) 13



Security tools and technologies

Securing software with DEADBOLT

Creating a secure platform with SHARP

Implementing sound access policy with APT
Addressing protocol vulnerabilities with SecSS

Extending EMERALD for monitoring and situational
awareness in Process Control Networks
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Defense in Depth /

Protection

@- 3, Normal
%J?Actlwty

)
Attacks \

apps, hosts and net

Protect against known attacks and vulnerabilities
Detect (and react to) attacks where defenses failed
Ensure critical systems are intrusion tolerant

ust intrusion tolerant

rks
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CDEADBOLT
O
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Verifying Proper Policy
Implementation with APT




Detecting an Improper Configuration

with the SecSS

FEPTEEEEEEEEEr e mooBusS DEVECE [ TTTTTEETEETEETTTTE

PLC Information (Slave) { Unit 1D

Unit address:

1. -master:
2. -nmaster:

Master Information {

Requested Operations {

FC 3: READ HOLDI NG REA STERS ( K),
FC 4: READ | NPUT REG STERS (OK),

————————— Device ID---------------mmmm--
1

MAC=00: 90: C2: CO: 1F: FB 1 P=10. 0. 0. 100
————————— Master ID-------------ommma oo

MAC=00: 0C: 29: 10: 54: F9 | P=10.0.0. 10
MAC=00: 0C: 29: 93: 34: 17 1P=10.0.0.11
——————— Functi on
from 1
from 1

FC 16: WRI TE MILTI PLE REQ STERS (OK), from 2
—————————— Addressed Menories (MB references)----------
[ Addr ess: 200 Type: I NPUT REQ STERS (read only)
Master |P: 10.0.0. 10 St at us: acconpl i shed
---Menory Read---
O fset O: 10011100 01111111
Ofset 2: 01000100 10111011
O fset 22: 01000010 10010010
Addr ess: 244 Type: HOLDI NG REG STERS (read/wite)
- - Master |P: 10.0.0. 10 St at us: acconpl i shed
Operation Details < Memory  Read---
O fset O: 10000000 00000000
Ofset 2: 01000100 10111011
Addr ess: 244 Type: HOLDI NG REG STERS (read/write)
Master |P: 10.0.0.11 St at us: acconpl i shed
--Menmory Witten--
O fset O: 11000000 00000000
Ofset 2: 01000100 10011110

R RN e Il e el el el Bt I I el el e e e R R R RN RN R R RN i



Detecting PCN Misuse with
EMERALD

— Multiple sensors
O
C>/ Correlation



Detecting Security Vulnerabilities with

DEADBOLT

Instruments C/C++
software for memory
access errors

Generates test inputs
from a small
collection of sample
Inputs

ldentifies the exact
line of the software
vulnerability
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Hardening the Platform with SHARP

Reduces possibility
of privilege escalation

Detects tampering
and takes evasive
action where possible

Controls and protects
local fixed and
removable storage
media from insider
threats
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For More Information

More project information is available on the I13P
website: www.thei3p.org/projects/pcs.html

There are several I3P talks at the Conference and
a booth

For general information about the I3P and its
research agenda, contact:

Eric Goetz, I3P
research@thei3p.org
(603) 646-0692

The PCS security research team gratefully
acknowledges the support of the 13P, the oversight of
DHS, and the guidance of all our industry partners 2
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