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Overview

Introduction

What’s being done? 

What’s can you use to  
get started? 

What tools can we give 
you to use? 

What can you do – now 
and in the future?
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The Institute for Information Infrastructure 
Protection (I3P)

The I3P is a consortium of 
academic institutions, 
federally-funded labs, and 
non-profit organizations. 
(see www.theI3P.org) 
The I3P organizes 
multidisciplinary teams to 
do technical and policy-
related research on issues 
involving vulnerabilities in 
information infrastructure.

http://www.thei3p.org/
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The I3P SCADA Security Project 

The I3P SCADA Security Project is investigating ways 
to enhance PCS security

Our initial focus is on the oil and gas sector

Eleven institutions recognized for their expertise in 
cyber security and critical infrastructure protection 
research are participating on this I3P project 
(Dartmouth, SNL, PNNL, SRI, MITRE, UVA, NYU, U-
Tulsa, MIT-LL, UIUC, and the I3P).
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6

The Importance of Measurements

“If you can’t measure it, you can’t manage it.”

Some questions that decision makers are asking:

Is our security posture adequate for the risks we face? 

Does our security posture comply with standards and 
how does it compare with industry best practices?

Is our security posture improving or getting worse?

What are the costs/benefits of investments in  security?
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Measurements

A measurement can quickly reveal 
aspects of a system or process that 
are not inherently obvious.

This measurement can be in the 
form of a number, trend line, 
relative position with respect to a 
set point, etc.

However, in many instances 
measurements by themselves may 
have little meaning.
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What is a Metric?  

Definitions:

metric:  “Of or relating to the meter or the metric system”

metrics: “The use or study of metrical structures in verse”
–

 

American Heritage Dictionary

Digging deeper:

“a mathematical function defined for a coordinates 
system that assigns a value to each pair of elements 
equal to the distance between them, or to a property 
analogous to distance between points on a line”

– Encarta Dictionary
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Metrics

Metrics are tools that enable stakeholders to make 
decisions based on qualitative or quantitative 
assessments rather than best guesses.

We found that in the oil and gas sector (and other 
sectors as well) the availability and use of metrics to 
address PCS security issues is quite limited.

Metrics are measurements that 
are compared to a known scale 
or benchmark to produce a 
meaningful result.
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PCS Security Metrics: State of Practice
Published in August, 2005 

Reviews existing metrics 
systems, standards, and scoring 
tools that have the potential to be 
applied to PCS in the oil and gas 
industry

Presents an overview of risk 
assessment techniques and risk 
filtering and ranking metrics 

Describes the challenges and 
ongoing efforts for developing 
new metrics toolsSee I3P Research Report #1 at 

http://www.thei3p.org/publications/
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State of Practice: IT Security Metrics

Well-established standards of good practice
−

 

ISO/IEC 17799
−

 

FIPS 199 & 200, NIST SP 800-53, other NIST publications

Guidance on defining metrics and creating metrics 
programs
−

 

DRAFT NIST SP 800-53A (assess control effectiveness)
−

 

DRAFT NIST SP 800-80 (create metrics program)
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State of Practice: PCS Security Metrics
Increasing definition of standards of good practice
−

 

ANSI/ISA-TR99.00.01, Security Technologies for Manufacturing and 
Control Systems

−

 

API-1164, Pipeline SCADA Security
−

 

DRAFT NIST SP 800-82, Guide to SCADA and Industrial Control 
System Security:  Recommendations of the NIST

−

 

DOE 21 Steps to Improve Cyber Security of SCADA Networks

Increasing guidance on defining metrics and 
creating metrics programs
−

 

ANSI/ISA-TR99.00.02, Integrating Electronic Security into the 
Manufacturing and Control System Environment

−

 

I3P Research Products
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PCS Security Metrics (cont)

Tools and technologies for producing 
measurements and metrics are needed

PCS security metrics continue to be a 
recommended research topic

Research is looking at relationships between PCS 
security metrics, enterprise risk assessments, and 
critical infrastructure security assessments
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Requirements for an Effective Program of 
Security Metrics

Nearing publication

Lays out the case for using 
security metrics

Provides basic guidance 
for developing a metrics 
program

Provides a framework for 
developing metrics

Where and when to use 
metrics
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A Key Basic Concepts 

Select metrics that are 
tailored to where they 
will be used
−

 

At the pinnacle we 
have metrics used 
by national decision 
makers

−

 

At the base we have 
metrics used by 
process control 
system operators
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Key Concepts (cont)
Select a set of metrics that 
cover important operational, 
organizational, and technical 
areas of concern  

Metrics should cover security 
policies, procedures, practices, 
and performance 

Metrics that don’t cover all of 
the major areas may give a 
misleading indication of 
security performance

Organizational
Metrics

Operational
Metrics

Technical
Metrics
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Key Concepts (cont)

Metrics should be used 
throughout the PCS 
lifecycle:
−

 

Organization and Policy  
−

 

Design 
−

 

Configuration 
−

 

Operation  
−

 

Maintenance 
−

 

End-of-Life 

DesignDesign

ConfigurationConfiguration

OperationOperation

MaintenanceMaintenance

End-of-LifeEnd-of-Life

Organization
and Policy

Organization
and Policy



18

Key Concepts (cont)

Use a metrics development 
framework to design and 
select your metrics.  Stages 
in the framework include: 

1.  Preparation
2.  Formation
3.  Processing
4.  Application
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Security Metrics Tools

Report in draft form 

Describes security metric 
tools developed by the 
I3P 

Describes other available 
security metrics tools  

Provides examples of 
how to apply metrics tools
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Overview of I3P Security Metrics Tools

DOE 21 Steps
Metrics Tool

PCS Security
Technical 
Evaluation
Tool (P-STET)

Inoperability 
Input-Output 
Model (IIM) 
Metrics
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21 Steps Metrics Tool

In 2002, the President's 
Critical Infrastructure 
Protection Board  and the 
Department of Energy 
developed 21 Steps to 
Improve Cyber Security of 
SCADA Networks 

Provides basic steps to  
an organization can take 
to improve the security of 
their SCADA networks. 
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Identify all connections to 
SCADA Networks

Disconnect unnecessary 
connections to the 
SCADA network

Evaluate and strengthen 
the security of remaining 
connections…

Focus on actions to increase 
security of SCADA networks:

Steps 1-10
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Steps 12-21

Clearly define cyber security 
roles, responsibilities, and 
authorities…

Document systems that serve 
critical functions or contain 
sensitive information that 
require additional protection…

Focus on management actions 
to establish an effective cyber 
security program:
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The Basic Form…
Check a 
performance 
level that best 
captures the 
security status 
for this step.
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Complete 
assessment for 
each of the 21 
steps.
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Dashboard Display
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Explore Options 
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P-STET
P-STET assists in the 
decision making process from 
a cost/benefit perspective:
−

 

How do we acquire and 
deploy new security 
technology?

−

 

How do we reconfigure 
existing product or system?

Qualitative and Quantitative 
options available

Can be tailored to fit an  
organization’s security 
cost/benefit environment
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Qualitative Option: Assessing Costs
Acquisition/installation 
costs  

Maintenance costs

Operations costs --
considers time and 
resources needed to 
use the technology
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Qualitative Option: More Costs 
Operational costs --
impacts on productivity, 
performance, or latency 
from using the security 
technology or product

Opportunity costs --
potential problems with 
interoperability with 
PCS components or  
other security 
technologies.
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Qualitative Option: Setting Scales

Assigning cost “ranges”, tailored to the organization, 
such as:
−

 

Negligible:
 

little or no cost
−

 

Insignificant:
 

<0.1% of budget
−

 

Minor:
 

≥
 

0.1 to 1% of budget
−

 

Substantial:  ≥1 to 10% of budget 
−

 

Extensive:   ≥
 

10% of budget

Where “budget’ can be the applicable operations or security 
budget (depending on the application)
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Qualitative Option: Benefits 
Represented in terms 
of improvements to 
operations in the 
following areas:
1.

 

Reliability and 
dependability 

2.

 

Management
3.

 

Compliance
4.

 

Confidentiality
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Qualitative Option: Results

Acceptable Better!
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Quantitative Option 

Costs/benefits expressed 
in terms of dollars

Assumes an organization 
experienced in 
quantifying things such 
as cost avoidance

P-STET acts as a guide 
to ensure all cost and 
benefit angles are viewed



35

Putting the Pieces Together

Identify priorities and objectives for security

Assess your current security posture with 
metrics tools

Apply security controls and tools in the most 
critical areas 

Metrics should be thought of as a tool to achieve 
your security goals while facilitating your 
operational objectives.
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