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Vision
In 10 years, control systems for critical applications will be 
designed, installed, operated, and maintained to survive 
an intentional cyber assault with no loss of critical function.

Industry-driven synthesis of public and 
private sector input

Identifies energy sector’s most critical 
control system security challenges, R&D 
needs, and implementation milestones

Provides strategic framework to align public-
private investments

Roadmap to Secure Control Systems in the Energy Sector

A Framework for Public-Private Partnership
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Key Strategies and selected Milestones

50% of asset 
owners and 
operators 
performing self- 
assessments of 
their control 
systems using 
consistent criteria 
(2008)

Fully automated 
security state and 
common response 
of control system 
networks (2015)

Secure connectivity 
between business 
systems and control 
systems within 
corporate network 
(2009)

Secure control 
system 
architectures 
produced with built- 
in, end-to-end 
security (2015)

Cyber incident 
response is part of 
emergency 
operating plans at 
30% of control 
systems (2008)

Self-configuring 
control system 
network 
architectures are in 
production (2015)

Compelling, 
evidence-based 
business case to 
increase private 
investment in control 
system security 
(2007)

Cyber security 
awareness, outreach, 
and education 
programs integrated 
into energy sector 
operations (2015)
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The NIAC recommends that:
1. The President direct all critical 

infrastructure sectors to set the goal:
By 2015, control systems for critical 
applications will be designed, installed, 
operated and maintained to survive an 
intentional cyber assault with no loss of 
critical function.

2. The Department of Homeland Security 
(DHS) and Sector-Specific Agencies 
(SSAs) collaborate with their respective 
owner/operator sector partners to develop 
sector-specific roadmaps using the 
Energy Sector Roadmap as a model.

National Infrastructure Advisory Council 
Cites Roadmap Model and Vision
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National SCADA Test Bed 

PURPOSE
Support industry and government efforts 
to enhance cyber security of control 
systems in energy sector

…established 2003

INL

NIST

SNL

PNNL

ORNL

ANL

“..the only reliable way 
to measure security is 
to examine how it fails”

Bruce Schneier,
Beyond Fear
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NSTB FY06 Activities
Goal 1. Measure and Assess 

Security Posture
Conduct cyber security assessments of 
6 control systems widely used across energy 
sector in test bed environment
Conduct onsite assessments of 4 systems
Conduct cyber security assessment of ICCP 
implementations

Goal 2.  Develop and Integrate 
Protective Measures
Protocol Authentication
Evaluate technology trends impacting control 
systems security (e.g., IPv6)
Develop Virtual Control Systems Environment 
Tool

Goal 3.  Detect Intrusion and 
Implement Response Strategies
OPSAID - Open PCS 
Architecture/Interoperable Design

Goal 4.  Sustain Security
Conduct 5 workshops on control systems 
vulnerabilities and mitigation techniques
Continue to work with PCSF and others 
(e.g., NERC, AGA, API, INGAA)
Accelerate Standards development
Coordinate with DHS and other agencies
Measure and communicate progress

…aligned to support Roadmap goals
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National SCADA Test Bed:  Recent Accomplishments
1. Control System Assessments - ABB, AREVA, GE, Siemens, OSI, Telvent 

- 14 next-generation systems now operational 
- 49 patches downloaded

2. Lessons Learned Report - supports Common Procurement Language project
3. Trained for over 800 end-users
4. Working with NERC, developed mitigation strategies for “Top 10” vulnerabilities
5. Performance testing and cryptographic analysis of AGA 12 
6. Protocol Authentication 
7. Launched industry partnership to develop OPSAID 
8. Outreach via NERC, FERC, EPRI, KEMA, EEI, INGAA, API, AGA, NRECA, 

I3P, PCS Forum, NSF, SANS Summits, and international
9. Standards: ISA SP-99; IEC TC 57, WG 15; Standard Procurement Language
10. Peer Review with industry panel – several “course corrections”

See reports at:  www.oe.energy.gov/randd/css.htm
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Sustain Security Improvements

“Partnering for Cyber 
Security at DOE’s National 
SCADA Test Bed” - T&D 
World, March 2007

“SCADA Gets Tough” -
Pipeline & Gas Journal, 
February 2007
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NSTB Plans for FY07

Continue system assessments and outreach

Work with vendors and standards groups to commercialize 
Protocol Authentication

Advance OPSAID

Develop “end-to-end” risk assessment tool

Enhance threat awareness

Issue industry solicitation for advanced technology 
development – notice on www.netl.gov in March

Working with Critical Infrastructure Partnership Advisory 
Council to implement Roadmap 

http://www.netl.gov/
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A New, Web-Based Tool 

On-line Roadmap Mapping 
Tool hosted by PCSF
So far:  >70 projects mapped 
by 10 organizations
Projects mapped to Roadmap 
challenges
Facilitates leveraging 
activities; helps identify gaps
Measure progress

Official launch: TODAY!www.pcsf.org/roadmap
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You’re Invited!!
• Get on the next track with the 

ieRoadmap.

• Make sure your contributions 
and organization are 
recognized.

• Visit the website, get registered, 
and add project descriptions.

• All entries reviewed prior to 
posting.

• Stop by the NSTB booth for 
more info.

www.pcsf.org/roadmap
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