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INS Overall Yulnerability Criticality Matrix {OVCM) and INFOSEC Posture Rating (IPR)
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Compliance

Clearly visualize the current status of
compliance efforts

Prioritize investments and monitor
positive impacts of remediation over
time

Quickly ascertain strengths and
utilize resources to address areas for
Improvement

Customize the assessment process to
your specific needs, expectations,
and policies
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Common Usually Metric Business
level of optimal for governed alignment
process most security and
maturity organizations processes enablement

Lacking Typical for
meaningful some
oversight organizations




.{E] [1] Security Palicy w

E] ﬁ [2] 2rganization of InForrmation Securiby

. -[E] [2.1] Internal Organization m

EHE:I [2.2] External Parties
.{ﬁ [2.2.1] Identification of risks related to external parties m
EI JE:I [2.2.2] addressing security when dealing with custorners
----- L) [2.2.2.1] Are identified security requirernents addresse m
{h [2.2.2] addressing security in third party agreements
EI{E:I [Z] Asset Managerment
: ﬁ [Z.1] Responsibility For Assets

E-[E:l [2.2] Inforrmation Classification
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Statistics
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Question: Are identified security requlrernent5 addresszed before giving customers .
acce55 tc- the organization's information or assets? |_ar.f

l%:%n ‘

Additional Information

Response!

: » Provides access to
Provides access to specific information guiding the user in

information to support the the collection of documents

scoring of the question and processes for review to
according to the SSE-CMM answer the question
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Overall Chart

Customizable
baseline or stated
objective

Industry baseline,
previous assessment,
or custom

Assessment results
per domain



A Deeper
Look

Baseline for this
Element

Industry average for
this Element

Assessment results
for the Element
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