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Increased focus on information security

Failures in technology to protect information

Proliferation of standards, regulations and legislation

Threat of legal liability

Business partners and stakeholders demanding 
security

Industry Security Drivers
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The process of identifying what IT should do in terms of:
New initiatives( e.g. new/amended services or applications)
Improving/maintaining current performance (e.g. improving security, 
increasing capacity or improving resilience)

Allocating resources (primarily money and staff time, but 
also assets and facilities) to achieve the selected goals

Comprises of 5 areas
Business value delivered by IT
Alignment between IT and business strategy
Effective risk management
Resource Management
Performance Measurement

What is IT Governance?
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IT Governance in Context
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Aligning security to the business requirements

Managing a common security infrastructure and 
process (where possible)

Ensuring alignment throughout the business

Ensuring conformity for new projects 

Common procurement methodology

Governance in Process Control Security
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Standardising on security, it becomes easier to 
prevent & manage security incidents

By having governance, its easier to standardise

Standardising on security policies and infrastructure 
will enable the organisation to react quicker and 
smarter

IT Governance in Process Control Security
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NSA established the INFOSEC Assurance Training and 
Rating Program (IATRP) to support the security of public 
and private industries

IATRP sets the standards for INFOSEC Assurance 
services via the INFOSEC assurance methodologies

IATRP certifies organizations in the methodologies, and 
rates them via the standard metric INFOSEC Assurance 
Capability Maturity Model (IA-CMM)

NSA provides this information to private and public 
consumers so they are better informed when selecting 
security service providers

NSA Overview



Slide 14

Developed through a collaboration between the NSA, 
DoD, and NIST

Obtaining clear visibility into the state of security and 
risk is critical for sound decision making

Security assessment strategies that start with 
information protection, end with high-valued, pragmatic 
security solutions that are focused on business risk

Assessments must be performed according to a 
prescriptive, repeatable, and proven method to ensure 
effectiveness of results and sound remediation

NSA Overview
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Defines a detailed prescription of activities, processes, and 
procedures for performing security assessments

INFOSEC Assessment Methodology (IAM)
An analysis based on the protection of key information assets
Defines criticality, value, and impact to information systems
Articulates risk based on business needs and requirements

INFOSEC Evaluation Methodology (IEM)
A technical vulnerability analysis
Focuses on key systems containing critical information
Presents the vulnerability risk to the organization

The Methodologies
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INFOSEC Posture Rating
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IAM and IEM Criticality Alignment
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Information Security Incident Management (IS-IM)
Focus on reducing impact, then restoring systems
Data for forensics available
Processes & procedures detailing actions
After Incident review boards

Production Incident Management
Focus on reducing impact, then restoring production
Limited data for forensics
Detailed process for restoring production
Limited review boards if production or HSE not affected

Traditional Incident Management
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Some infrastructure overlaid (VPN/tunnel)

Optimisation systems in non-production network

Production infrastructure centrally managed

Standardised IT infrastructure

Remote maintenance support through office network

More users requiring access to production data

Security layer bordering the domains

Availability of Internet patch / software downloads

These can create more security incidents 
and require a quicker response time

New Challenges
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Application failures, caused by jitter from a DOS

3rd party accessing without change authorisation

CPU load on HMI very high, virus or normal activity?

Vendor using an uncertified laptop

A modem/WLAN appearing in the facility

Security training required to help incident identification

Detecting & Identifying a Security Incident
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Risk detection, identification & notification plan

Use a site contact desk for incident notification

Have a place to report vulnerabilities

Create an IS-IM governance model 

Integrated Change Management

Ensure that the Backup & Restore Plan works

Create business contingency plans

Ensure the staff are aware and trained on IS

Ensure the IS-IM plan is integrated within or alongside 
existing production and HSE plan

Integrating IS-IM - Best Practices
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Create the IM team from production and IT

Have one person accountable for investigation

Ensure roles are defined

Ensure tools are available and people are trained

Ensure incident data is gathered during the incident

Practice using the plan

Ensure there is an escalation procedure

Complete an after incident review, and implement 
learning's

Integrating IS-IM – Response Team
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Why Assess your People & Processes

Able to identify security slippages

Able to recognise best practices and implement

Able to show trends and comparisons

Gives high-level reporting

Check out Scysag for more tools and information

www.pcsforum.org/groups/68/library
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TrustCheck

Part of the Security Lifecycle
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Trustcheck

Standards and Regulations
Assessment of controls defined by industry standards and 
regulations (ISO17799:2000&2005, HIPAA, & SOX)
Assessment of controls per Customer-defined modules

New modules can be created for new standards
E.g. SP99, IEC-62443

Focus on people & processes

Shows the strengths and weakness of your security

Able to show improvements over time
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Clearly visualize the current status of 
compliance efforts

Prioritize investments and monitor 
positive impacts of remediation over 
time

Quickly ascertain strengths and 
utilize resources to address areas for 
improvement

Customize the assessment process to 
your specific needs, expectations, 
and policies

Addressing Challenges With TrustCheck
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System Security Engineering Maturity Model (SSE-
CMM)

Process measurement and improvement framework

Modular framework
Precisely organized structure of assessment modules defining 
domains, elements, and sub-elements
Questions/statements, evidence collection, review guidance, and 
maturity metrics

TrustCheck’s Metric Strategy Foundation
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Domains organize control objectives

Elements focus on key process areas

Sub-Elements contain investigative points specific 
to a control

Fully customizable
Domains

Elements

Sub-Elements

Questions

Module Integrity
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Module 
Management

Assessment 
Management

Standard, 
Regulation, 
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Evidence and 
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Assessment 
Statistics

Performing an Assessment
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Each investigative point contains unique information:
Guidance on what evidence to collect in order to validate the control, 
processes, and activities
Definition of the required attributes that must exist to achieve a specific 
SSE-CMM score

Provides access to specific 
information to support the 

scoring of the question 
according to the SSE-CMM

Provides access to 
information guiding the user in 

the collection of documents 
and processes for review to 

answer the question

CMM Score

Evidence and CMM Matrix Guidance
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Comprehensive Reporting
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Provides visual representation of the level of 
maturity of security governance

Identifies strengths within the security 
program as well s areas for improvement

Offers a unique perspective on systemic 
issues where focused efforts may have 
broad, positive, cost-effective impacts

Comprehensive Reporting
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Comparisons

You can compare a customer’s assessment to:
Other assessments they have performed
Combinations of compiled assessments from INS’s TrustCheck 
database
Established expectations

The Real Power of TrustCheck
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Overall Chart

Customizable 
baseline or stated 
objective

Industry baseline, 
previous assessment, 
or custom

Assessment results 
per domain
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A Deeper 
Look

Baseline for this 
Element

Industry average for 
this Element

Assessment results 
for the Element
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Summary

Technology is not always the answer and can be the 
problem

Ensure that the business drives IT for its needs

COTS products are getting lower into control 
networks

Ensure your production and IT staff are trained

Have an incident management plan and team

Monitoring your security posture over time will help 
improve your security
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20001994 1997 20062003

• Security Practice 
formed in Boston

• Focused on 
Security 
Assessments

• (ISC)2 approves 
INS’s internal 
security training 
curriculum

• INS becomes 1 of 7 
NSA v2.0 certified 
companies

• Establish Ethical 
Hacking Center of 
Excellence (EH-COE)

• Security Practice 
expands to Europe

• Established National 
Practice

• Involved with IETF, 
Cisco, Microsoft, & 
others for the 
development of 
security standards

• Involved in the 
industry development 
of information 
security best 
practices

• Security Practice 
continues to grow

• 140 Experts
• 70 CISSP
• 6000+ Security 

Engagements• Industry publications 
producing 6 books, 
dozens of periodicals 
and whitepapers

• Obtained the PCI 
VISA Certification 
and MasterCard 
SDP Certification 

• INS achieves 
highest rating for 
NSA certification for 
IAM and IEM v3.1

INS Security History
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Thank You

Questions?

Chris.Sandford@ins.com
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INS in the Industry

http://www.computer.org/internet/ic2002/w2toc.htm
http://images.amazon.com/images/P/0849311276.01.LZZZZZZZ.jpg
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