Cyber-Security at CERN

» High Energy Physics & CERN Control Systems
»“TOCSSIC” Vulnerability Tests
» SCADA Honeynets

Dr. Stefan Luders (CERN IT/CO)
PCSF Spring Meeting — June 6™M/7t 2006



Beauty in Nature ?

liels
Nigk:

P
N
-

%
(==
=

I 1YL

@)

GAMmA 0003240
ANGIENRGHEEHS

Diutrl Mendeleew 18G9

The Review of

Particle Physics

S. Eidelman et al., Physics Letters B592, 1 (2004)

1930-today




The Standard Model of HEP

Dr. Stefan Luders (CERN IT/CO) — PCSF Spring Meeting — June 6/7th 2006

BN [ cptons M

N Strong NN BN E|cctromagnetic =

Electric Charge
Gluons (8) Photon
Tau 100 Tau
Neutrino
Muon 1 0 Muon
Quarks Neutrino
Atoms
Light Electron

IS

| Quarks I

Electric Charge

Mesons
Baryons F

s Gravitati

Graviton ? Bosons
(W,2) Bottom 113213 Top
Strange 1/32/3 Charm
Neutron decay
Solar system Beta radioactivity Down ) Up
Galaxies R 4 1/3 2/3
Neutrino interactions
Black holes

Burning of the sun
each quark: R, B, G 3colors




Atom

Nuclei

Proton

Observables & Instruments

Stefan Luders (CERN IT/CO) — PCSF Spring Meeting — June 6/7th 2006

Higgs?

The Solar System

Galaxies

The observable___
Universe

- 103 -
-30
— 100 Particle
- 102 { Accelerator
- 10722 -
- 1018 ——
-14 _
10_10 Electron
10 i Microscope
Microscope
- 10° Glass
| 10
_ 1814 Telescope
L 18 -
1822 ] Radio Telescope
- 10%° T




Answering Questions
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The “Large Hadron Collider”
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The “ATLAS” Experiment
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The “CMS” Experiment
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Concerned about Cyber-Security

» High numberof conirol sysiems

» Complex, expensive & unique =
» Highlyinterconnected s, interdependend

» GOTS &, standards where nossibile

» Uery high external handwidth
» World Wide Processing)
» Larye external user community



Cyber-Security Ground Rules

» Apply a “Defence-in-Depth” approach
» Protect each layer of Control Systems

» Separate Controls and Campus Networks
» Reduce and control inter-communication

» Use centrally managed systems where ever possible
» Ensure prompt security updates: OS, applications, anti-virus, ...

» Use strong passwords and sufficient logging
» Ensure traceabllity of access (who and from where)
» Passwords must be kept secret: beware of “Google Hacking”

» Make security an objective
» Raise awareness in the User community
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The TOCSSIC
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COTS Automation Systems are Target Device(s)
without security protections.
> Programmable Logic Controllers (PLCs),
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Teststand On Controls System
Security at CERN (TOCSSIC)

» Running “Nessus” vulnerability scan
(used in Office IT)

» Running “Netwox” DoS attack
with random fragments
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Vulnerability Configurator Traffic
» Running “Ethereal” network sniffer Tester Analyzer



Control Systems under Attack !

» 25 devices from 7 different manufacturers (42 tests in total)
» All devices fully configured but running idle

Crashed
23%

Crashed

3204, Passed

68% Passed
Failed 57%

20%

...PLCs under load seem to fail even more likely !
...results improve with more recent firmware versions ©



TOCSSIC Findings (1)
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» The device crashed because of
mal-formed TCP/”:) paCketS 2005: DoS (70”) stopped manual control

...violation of TCP/IP standards !!!

» PLCs are un-protected
» Can be stopped w/o problems (needs just a bit “googling”)
» Passwords are not encrypted
» Might even come without authentication

...authentication, integrity checks & encryption
should be mandatory !

» Modbus server crashed by scanning port 502
...protocols are well documented (“Google hacking”) !



TOCSSIC Findings (2)

» Fixed SNMP community names “public” and “private”
...why can community names not be changed ?

» FTP server offered attacker platform

» FTP & Telnet servers crashed
because of too long commands / arguments

...both are legacy protocols w/o encryption !

» HTTP server crashed because of a too long URL

» HTTP server allowed for directory traversal
...who needs web servers & e-mailing on PLCs ?



TOCSSIC Follow Up

» Conirols yoes IT..

» .Uk COTS automation systems are o
without security protections.

» ‘Tidustrial Security’ must hecome ol
fundamental inyredient. @ '™ e
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CERN’s SCADA Honeynet Project
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» Understanding of mal-traffic on CERN’s network

» Demonstrating the existence of the risk
» Vulnerabilities already proven by e.g. TOCSSIC

...threats have not been demonstrated (yet)...

» Features
» Emulation of several PLCs
» Logging & reporting of all activity
» Easy deployment (thus easy shareable)
» Limited resources
» Avoid compromising
» Detect compromising



Honeyd Simulation (1)

Python scripts for:

» Nmap signature
» FTP (login only)

» Telnet
(login only; improved existing scripts)

» HTTP
(identical functionalities as the real PLC
web server)

» Modbus
(all functions available;
persistent in memory)

une 6t/7t 2006

PLC #1

FTP (tcp 21)

Telnet (tcp 23)

HTTP (tcp 80)

Modbus (tcp 502)




Honeyd Simulation (2)
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Python scripts for: PLC #2

» Nmap signature

» FTP (login only) ETP (tcp 21)
> HTTP
(identical functionalities as HTTP (tcp 80)

the real PLC web server,
Incl. directory traversal vulnerability)

» Siemens S7
(Reverse-engineered by Th. Hergenhahn; S7 (tcp 102)

allows “read”, “write”, and “switch on/off”)

» SNMP
(status values cloned from real PLC)

SNMP (udp 161)

{




CSH Implementation
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V Scientific Linux CERN 3

» PLC simulation &
logging of interactions with the honeypot

» Recording of all traffic —~
The work has been done

» Periodic file checks by Joél Arnold (EPFL).

: Credits go to
» Dalily reports Venkat Pothamsetty &
» Installation tool Thomas Hergenhahn. J

» Plans to publish on sourceforge.net



(No) Results so far...

» Nov. 2005:
4 pots (atwo PLCs) deployed inside CERN

» Only observation: the usual “slight fever” on CERN’s campus network

3 pots deployed on controls network
» No interactions observed ©

» Mar. 2000:
3 pots visible on ports 102 & 502 from the Internet

» Lots of “noise” observed, e.g. SSH scans, but nothing on 102 nor 502

> o dedicaied interaction with honeynetso ia..



Summary

> Fundamental research
to understand the world)
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Nature is beautiful !!!
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