
Collaborating to Advance Control System Security

The  Congress  of  Chairs  Facilitates  
Multiple  Standards  Activities

The  Goal   Is  A  “Single  Point  Of  Contact  For  
Standards  Groups”

Bill Rush
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Avoid  Duplicate  Effort

There Are Dozens Of Groups In Process Control 
Cyber Security

Some Will Probably Duplicate Efforts

Most Define A Glossary

Conflicting Standards Are Probable

Covering All Relevant Groups Is Impossible
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Minimize  Standards  Conflicts
Independent Groups May Conflict

Many Standards Send Mixed Signals

Early Cooperation Reduces Conflicts

Market May Reject Inconsistent, 
Valuable Standards
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CoC  Has  Made  Progress  In  3  Areas

Combined Glossary

Situation Assessment Project

Liaison With IEC Links CoC To 
International Work 

We Will Focus On How YOU Can 
Benefit From Contributing
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CoC  Group  Combines  Contributed  
Glossaries

Groups Submit Glossaries

CoC Combines New Glossary With Old

CoC References All Sources In Duplicates

CoC Publishes All Definitions, Even Conflicts

CoC Develops A List Of Conflicts, Informs Group

Offer “1 way shares”, reconcile differences

Conflicts with copyright issues, some glossaries are too 
broad
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Cooperation  Is  Up  To  Groups

CoC Stops At Identification Of Conflicts

Some Definitions Really Should Differ

Groups Can Work To Reconcile

Groups Can Send Changes To CoC To Post
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The  Combined  Glossary  Project  Is  
Making  Progress

Now Have 14 Glossaries & Conflicts

Others Have Been Submitted

The More Groups That Submit Glossaries, 
The Greater Our Value

This Deliverable Is UNIQUE !

DO WE HAVE YOURS?
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Activity  Status  Summarizes  Work  Of  
Other  Groups

The First Step In Cooperation Is Knowing 
Who Is Doing What

CoC Will Include Any Standard Or Report 
On Process Control Cyber Security

Web Site Just Became June 2006
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CoC’s Status  Project  Provides  An  
Updated  Status  Of  Other  Groups
Track (High Level) Any Process Control Security Work

− Identify Sponsor And Point Of Contact
− Show Work Product (Standard, Guide, Recommended Practice, 

Report, Technical Paper, Etc.)
− End User Requirements Addressed
− Status Of Work
− Qualifying Remarks

See Dennis Holstein Demonstrate Web Site At CoC Session

We May Be Missing YOUR FAVORITE ACTIVITY, So Check!

Let’s Look At It
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Let’s Consider How To Improve This

How Do We Go “Broader” To More Groups? 

How Do We Go “Deeper” To More Topics?

Put Your Work On The Site And Update
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CoC  Has  Arranged  IEC  Liaison

CoC Delivers Your Group’s Output To International 
Standards Groups

CoC Brings Your Group International Input

Your Group Conveniently Exchanges Ideas And 
Insight

BUT Nothing Happens If You Don’t Work With CoC

We Need Standards AND 
PCSF Chairs!
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Join  The  CoC  For  Effective, Easy  
Standards  Coordination  

Contribute Your Glossary

Put Your Standard On The Status Site

Get Your Output On IEC And Get Input 
From International Standards Groups 
Through Liaison

This Is A Call To Action!
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