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Is Wireless Security An Oxymoron?

eHow we got here

e\Why we’re here now
e\What’s happening today
e\What coming

e\Why it's a good thing

eHow we get there together

A key player in the wireless business!
Guess Who?




DOE Program Primarily Targets Industry



Department of Energy — A Major Player in
US R&D Landscape

DOE’s $8.7B Important to Nation

B DOD
ENIH
E NASA
B DOE
@ NSF
B DHS
B Other




National Research Council (NAS) ldentified
Wireless Research Needs

e Interference Rejection — self-
Interference from metal surfaces,
lots of sparks and other sources

e Integrated Intelligence — reduces
need for host communication

e Reliable Networks — ad hoc
routing, security

e Power — harvesting and new
batteries

® Standards — Communication Manufacturing Process Controls for the Industries
. ’ of the Future - Free PDF version at NAS
Interfaces, and protocols

Presidential Advisory Committee report identifies industrial wireless with
potential for 10% energy reduction and 15% emission reduction.




Vision: Industrial Wireless — Moving
Forward

Industrial wireless technology will be
e robust,

e reliable

e cost-efficient

e totally secure

e often integral to the measurement
device

e the obvious choice for monitoring and
controlling industrial processes to
optimize resource efficiency and
productivity.

Get pdf at WINA web site



ORNL’s History of Harsh Environment Wireless and

Microsystems

@ Robust Communications in Extreme
Environments

e Tagging and Tracking Systems

e RF and Microwave Measurements

Video Intercept Receiver

e Microsensors Innovative Technology Base
- Microcantilevers

- Ultra-low power
electronics

94 GHz Reflective-Environment
Communications System

Shipboard Cargo Tracking System



The Genie 1s Out of the Bottle

e Wire continues to get more
expensive — over $2,000 per foot!

e Wireless continues to get cheaper
e $14M installation a hit today
e Market is ready

e Technology is ready

e Matching application to technology
Is all that remains



Wireless Is Now — In Nuclear!

Wireless Vibration Sensor




Two Guys Making It Happen!

“CBM is the next killer
app for wireless” — Dr.
Jay Lee at the Center
for Intelligent
Maintenance,
University of
Wisconsin, Milwaukee
— Fortune Magazine,
April 2002

Ramesh Shankar of EPRI & Clinton Carter of TXU Energy
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Wave Relay™ Secure Channel Solution

e Wave Relay (tm) is a Layer 2
network switch designed for
802.11 a/b/g which provides an
ability to secure data and control
packets over multiple hops on an
end-to-end basis.

e The architecture provides
scalable, high performance
network capabilities through the
use of secure virtual circuits over
a wired and/or wireless network.

- William J. Miller
President
Maximum Control Technologies
a MILLER W J & ASSOCIATES Company
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DOE Strategy Focuses on Supporting Wireless
Vision For Industrial Wireless

e WINA —
- Self-sufficient — paying members, end users
- Standards-based — de facto and de jure

- Ubiquitous sensing business models — low cost,
extensible

e DOE Projects —
- Eaton - Refinery
- Honeywell — chemicals processing
- GE — material processing
- ORNL’s Extreme Measurement Communications
Center (EMC?)
e Users’ Expectations —
- Characterizations — RF, environmental
- Simulation — playback of combinations
— Qualification — standards and proprietary
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Electronic Readout/Telemetry
Miniaturization For Wireless Sensors

MEMS Telemetry
Readout

Present Chip Set
(enlarged)
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Exploiting Defense and Commercial Wireless For
Industrial Applications

e Reliability -
-~ Mesh — Billions of $ from DOD

—- Spread Spectrum — FHSS, DSSS, Ultra-
Wideband

e Power
— Harvesting — vibration, RF, PV
~ Low-power Designs — ASICs, FPGAs, DSP
— Protocols — Low-duty cycle - ZigBee

e Security
- Encryption — WEP, AES, WPA
- Physical — RF layer, FIPS 140-2
— Integrated — impacts on throughput, latency, reliability

14



Standard WSN Technology Comparison
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802.15.4

802.15.3

802.15.1
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802.11x

. Typical Implementation
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802.11x LR-WPAN | Bluetooth ™ WLAN
Range ~100 m ~100 m ~100 m
ThroDl?;put 8(2)451 mgi 1 Mb/s ~2-11 Mb/s
Conztvr\;er:tion 1 1000 5000
Size Smallest Smaller Larger
Cost 1 10 20

Eaton a leader in development of standard wireless
technologies for the industrial application space
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http://www.eaton.com/

PartnershipsmmspSolutions in the Field

e WINA - 19 dues-paying members -
approaching self-sufficiency

e SP100 — 72 members, end-user co-chair

e Sensors Magazine — wireless
supplements, website, and Sensors Expo
sessions

e EMC? Facility/Capabilities - $0.75M
Instruments characterizing sites and
components — paid services for non-ITP
Industries.
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DOE Project Next Steps —

e SP100 — First Draft in 2006

e WINA — book, paper,
standards — late 2006

e Partners — characterization of
environments, components,
systems

e Simulations —improving
likelihood of successful
deployments — early 2006

Deployment Support

e Standardized methodology to

RF and other

- Assess application — latency,
throughput, etc.

- Assess options — technologies,
products, standards

ease

— Assess performance — against
requirements

—- Maintain — tools, costs, upgrades

— Assess environment — light to harsh,

— Assess deployment — initial stability,

£
WINA

Mesh networking topology

17



Usage classes of wireless data networks

Safety Class 0 : Emergency action (always critical)
Class 1: Closed loop regulatory control (often critical)

Control Class 2: Closed loop supervisory control (usually non-critical)
Class 3: Open loop control (human in the loop)

NOTE: Batch levels* 3 & 4 could be class 2, class 1 or even class 0, depending on function
*Batch levels as defined by ISA S88; where L3 = "unit" and L4 = "process cell"
Class 4: Alerting
Short-term operational consequence
. . (e.g., event-based maintenance)
Monitoring

Class 5: Logging & downloading/uploading

No immediate operational consequence
(e.g., history collection, SOE, preventive maintenance)

Importance of

message timeliness increases
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Technologies Exploding — Balance Required

Reliability/,
Latency

Market
Forces
Determine
Performance
Delivered!

Throughput
Security

=
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Encryption Goes Way Back

20



Wireless Data Security: Encryption,
Spreading, Interleaving — 1 for 4 Today

Scramble the data

Scramble the bits

Scramble the chips

N\

Wireless networks use a variety of techniques to enhance security, such as spreading and
interleaving. These techniques can make the signal virtually undetectable without prior

knowledge about the network. This can improve the security of the network by orders of
magnitude.
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Narrowband? Spread Spectrum wnat avon ?

DSSS

NarrowBand
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Secure Wireless — In the Noise!

SNNEEEEES

e Chips Visible in Frequency Domain but not Time
Domain on Spectrum Analyzer
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Secure Wireless — In the Noise!

—ra4—1t T 1 1T

e If each chip represents a fraction of a bit — the bit will
pop up when energy summed. — Spectrum analyzer
sees just noise!

24



Base Band Processing Options
Improve Security
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Interleaving — More Security
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Wireless Enables Ubiquitous Sensing!

e A Completely New
Paradigm!

- Efficiency

— Safety

- Asset Management

—- Hostless architectures
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What Is The Next Generation?

Third Generation - Sensor Agents
» goal focus

» dynamic architecture

* network intelligence

Second Generation - Smart Sensors
« application focus

* hierarchical architecture

* local intelligence

First Generation - Dumb Sensors
* data focus

« flat architecture

* no intelligence
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How WIill You Know It When
You See It?

Present-day systems
have fixed hierarchy

Next generation network will self-
organize in response to specific events
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Replacing the Wire is Only the First Step!

Response

Display & Alarm

Application
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The Sensor Is The Network? — Not Yet

e Cell phones are not
mesh-based

e |EEE 802.11b is not
mesh-based

eZibBee (based on
802.15.4) is mesh-
based
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Why Not Just Let the Market Decide?

e Beta Vs VHS - | still have
Beta HiFi on my set tOp and US Sensors Demand by Type, 2001
it’s still better!

Process Vanahles

29.8%

e Ethernet on the factory floor ... popees
— Took 20 Years to get the 0
performance required!

e Fragmented Market not

Appealing — We hang i
together or we hang N _—
“lectncal Properties TResE
separately? 128% Cicmical Popiitios
Proximity & Positioning T.8%

9 4%

Freedonia Group report on Sensors, April 2002
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Can Commercial Grade Cut It?

Wireless
Sensor Network

11 :
Government Labs WvYanufacturing/

: Industrial
Consumer Academia K a
_ Markets
~Market Industry/Consorti High Quality
High Quality Low Cost
High Volume High Volume
Low Cost High Integrity

Low Integrity

National

Defense
High Cost
Low Volume Wireless
High Quality Warrior

High Integrity
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Strong Relationships with ISA & Sensors
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Accelerating the adoption of wireless technologies in industry

w
' o \
i ta NG




Risks Remaining — Be Careful!

e Technical — security, latency, reliability
e Commercial — acceptance, cost, marketing

e Political —assumptions of either too hard or too easy

Solving a multi-disciplinary problem!
e Wireless —radio, packaging, antenna

e Industrial — harsh environment, fault
tolerant, safety related, cost

e Sensor — filters, sampling, sensitivity,
interferers, controls

e Networks — real-time, latency,
throughput, security, integrity, vertical
integration

36



Extreme Measurement Communications
Center (EMC?)

Operational Capability

The DoE EMC? provides modeling, simulation and
characterization support for industrial wireless networks.

This facility is equipped with parallel computing resources as
well as state-of-the-art measurement equipment for high
performance wireless and wired network characterization from
the physical layer to the application layer

Broadband RF record and playback instrument can simulate
and generate characteristic waveforms to help in-lab study of
the wireless device’s behavior in harsh industrial
environments

EMC? Program Benefits:

* EMC? formalizes the testing of industrial wireless networks
to quantify the latency, throughput, security and fault-
tolerance (Interference and Noise)

» Wireless Industrial Networking Alliance (WINA) has
accepted EMC2 as its product testing and characterizing
center to member companies

» Currently supports exhaustive modeling and simulation of
the communication infrastructure for future electric grid

» Help develop or improve existing standards in industrial
wireless networks to include measurement, verification
and reliability of network and device parameters

* The center is being developed both as a user facility
and an on-site testing provider using portable test
equipment

Milestones, Deliverables, & Contact:

Key Milestones: Alliance with WINA and member companies
for technology assessment and characterization; Provides
modeling and simulation support for developing fault-tolerant
electric-grid communication infrastructure

Deliverables: Standards-based report generation for different
wireless devices and network layouts; Software development
for characteristic network testing;

Contact Information:
Wayne Manges
mangesww@ornl.gov, 865-574-8529



Can We Get There From Here?

e Standards —for industrial
applications

e Markets - attractive
e Confidence - successes
e Tools —easy, handy

e Information —broad-
based, clear to users

Who Will Lead, Who Will Follow, Who Will Whine?
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