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Mark Morgen

e 3M Corporation — 25 years
e12 years Process Control experience

e5 years IT Manufacturing experience



3M SCADA Systems

e Standard 3M SCADA Systems
-~ Wonderware InTouch
- GE iFix
— Rockwell RSView

eEvaluation process every few years



Benefits to a Cyber Self-Assessment Tool

e Company Benefits

- Development of a consistent cyber security preparedness plan
— Increase understanding of cyber security issues

eEconomic

— Minimize shutdowns
— Cost effective
— Leverage with vendors/suppliers

e Reputation
— Being a good citizen



Benefits to a Cyber Self-Assessment Tool

e Operational
— Perioritize threats and vulnerabilities
— Identify security strengths and weaknesses
- Consistent responses and defenses across the company
— Prepare for incidents

e Employee/Personnel

- Encourage employees to take a stake in security and
cybersecurity challenges

- Help Employees adjust to new environment, world



Who will use the tool

olT

e Security Services
e Auditing

e Compliance

e Engineering

e HR



Requirements for a Self Assessment Tool

e Auditing trails

e Attack vulnerabilities

e Authentication procedures
e Authorization procedures

e People policies
- Desks locked, papers put away
— Passwords not written down
— Social engineering
- Recognizing and reporting problems



Requirements for a Self Assessment Tool

e Network access
— Contractors

ePhysical access
— Contractors
- Garbage

e\Wireless access
— External from plant (off property)
- Rouge access points



Requirements for a Self Assessment Tool

e Tool assessment
— Are we using the right tool(s)

e Threat assessment management
— Are the threats pertinent to 3M
— At this time
— Future

e Communication procedures
e Patch management policies

e Recovery mechanisms



Results

eBest practices, policies, and procedures
e Design for security

e Continuous improvement
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