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IBE is a new public key encryption algorithm

» A number of widely-used encryption algorithms are
already available (RSA, ECC etc.)

»  Why should we care about a new one?

1. IBE results in vastly simplified key management, which
makes it much more lightweight to deploy

2. It can be used to build security protocols with
extremely low overhead

3. Industry is adopting it, as it solves problems with
existing encryption solutions
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Good News: encryption and Signing 13 zasy!

How do we make sure
both sides have the right keys?
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» Encryption Key and Decyrption Key are the same
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» Key Management with Symmetric Keys doesn’t scale
Network of 8 parties requires managing 28 keys
Network of 1000 parties requires 500,000 keys
Network of N parties requires N(N+1)/2 keys
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» Today, most signing/encryption is done with
Public Key Encryption Algorithms
= Users have a Public Key and a Private Key
= Only need one key per party, total of N keys for N parties
Keys are bound to users with Certificates
Examples: RSA, Elliptic Curve etc.

» Managing PKI Certificates has issues of its own
How do | revoke a certificate?
How do | find the certificate of a recipient?
How do | manage certificate distribution
= What do | do if private keys are lost
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Basic Idea: Public-key Encryption where ldentities are Public Keys

» IBE Public Key:

alice@gmail.com
» RSA Public Key:

Public exponent=0x10001

Modulus=13506641086599522334960321627880596993888147
560566702752448514385152651060485953383394028715
0571909441798207282164471551373680419/0396419174
304649658927425623934102086438320211037295872576
235850964311056407350150818751067659462920556368
552947521350085287941637/7328533906109/5054433499
9811150056977236890927563
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» Certificates bind Public Keys to Identities

= e.g. bob@b.com has key 0x87F6...
= Signed by a Certification Authority

» In IBE, Identity and Public Key is the same
= No certificate needed
= No certificate revocation
= No certificate servers
= No pre-enrollment
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» IBE Is an old idea

= Originally proposed by Adi Shamir, co-inventor of the RSA
Algorithm, in 1984

» First practical implementation
= Boneh-Franklin Algorithm published at Crypto 2001

Based on well-tested building blocks for encryption
(elliptic curves and pairings)

» IBE Is having a major impact already
= Over 200 scientific publications on IBE/Pairings
= Boneh-Franklin paper cited 356 times so far (Google Scholar)

= Dan Boneh awarded 2005 RSA Conference Award for
Mathematics for inventing IBE
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1363.3 — Pairing Based IBE Standard
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» IEEE 1363 Standards Group
= Wrote standard on RSA and Elliptic Curve Cryptography

Now taking steps to standardize IBE

» Pairing Based Cryptography Standard
IBE is the main algorithm in the standard
= Tentative name is IEEE 1363.3

= Formal working group expected to start
work in Summer 2005

» IBE Standards kick-off workshop at the National
Institute of Standards (NIST) on April 18t
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Key Server
=
- ; 2 Receives
_eqtuelf S Private Key
priva e_ ey, for bob@b.com
authenticates

i J0b@b.com
alice@a.com bob@b.com
1

Alice encrypts with Bob decrypts with
Private Key
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Key Server

Fully off-line - no connection to server requir@

| I—=
Y Jo0b@b.com 4

chée@a.com bob.com
1
Charlie encrypts Bob decrypts with

askob@b.com Private Key
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Inspeciing Securad Datza
IBE allows content inspaction for end-to-end encryotad data
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Voltage can support any type of authentication

Authentication needs differs by Application

» More sensitive data, requires stronger authentication
» ldentity-Based Encryption scales across all levels

External auth integration >
» Leverage existing passwords, Key Auth
directories, portals, etc. Server Servic.:e

»  Out of the box support for
ad-hoc, self-provisioning auth

More on this later...
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Master Secret
S =1872361923616378

Key Server ==

Request for Private Key
for ldentity bob@b.com

» Key Server has “Master Secret” to generate
keys
= A random secret is picked when the server is

set up

= Each organization has a different Master Secret

Private key is generated from Master Secret
and Identity
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ey Revocation, explration and Policy

bob@wellsfargo.com || week = 252
\ )\
e-mail address key validity

J

» Key validity enables revocation — “key freshness”

- Every week public key changes, so every week a new
private key is issued -> revocation can be done on weekly

basis

- To revoke someone, simply remove him from the
authentication mechanism (e.g. corporate directory)

Passeess CONERY,
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rtificate Server binds ldentity to Public Kay

Certification
Authority

Certlflcate StOI‘e CA S|gn|ng Key ..... -

Server y
CA Public Key

Recovery
Server
Look up Elend Receive
, " Public Key, Certificate
Bob’s Certlflca_te, Authenticate
Check revocation
Store Bob’s
Private Key
CA Public Key Bob’s Private Key
Bob’s Public Key
alice@a.com bob@b.com
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ey Managameant - |5
Binding is done by mathematics

IBE Key Server

Master Secret  ««---

Public
Parameters
Send Receive
Identity, Private Key

Authenticate
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Public Parameters

alice@a.com

Freess ol

Bob’s Private Key

bob@b.com
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» IBE has no Certificates and Certificate management
= No certificate server, certificate lookups

= No certificate (or key) revocation, CRLs, OCSP etc.
Instead, IBE uses short-lived keys.

» Unlike PKI, IBE requires no pre-enroliment

= In PKI, recipient must generate key pair before sender can encrypt
message

- IBE is Ad-Hoc capable, a sender can send message at any time

» IBE eliminates encryption key recovery/escrow server

= Most PKI applications require access to private keys
(e.g. Lost keys, Financial Audit, Virus Filtering etc.)

- Key server can generate any key on the fly
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rlardwara supoort for |IBE

» IBE Smart Cards
= Two major smart card vendors now support IBE
= Encryption/Decryption done natively on the card
= Under one second per operation

» Special Server Hardware
= Protect Master Secret with a Hardware Security
Module (HSM)
- Key generation takes place inside the HSM
= Authentication may also take place inside HSM

= Even if you steal the server, you can’t get the master
secret or issue keys

Proess CoveRm,
Sesyeas Forum
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Lightoweaignt Comrmunication vatweaen Davicas with IBE

» In an IBE System, public keys are not limited to emaill
addresses
= Any ldentifier can be used as public key
= e.g. IP addresses, Device IDs,
= If I know your Device ID, | can encrypt data to you

» We can combine long and short-lived keys
= E.g. Devices and Controllers get long-lived keys
= People (service personal) get short-lived keys
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» With IBE, you can do a key exchange doesn’t require
communications

= Shared secret can only be generated if you know the other
ID and your private key:

S(ID,,Kp,i, B) = S(IDg,Kp,i, A)
= From this you can generate symmetric Encryption Key s
and MAC Key h using hashing
= No lookup to certificate server or naming server required
= No latency from handshake

Priv

FPRocess CONEoL

*** Confidential and Proprietary ***



I_\ ~ ~\ I— (-‘I‘
=xarnple: IPsecy
RFED draft-richardson-ipse

Example: ping —c 1 71.64.64.64

DNS request: txt record for B
DNS reply: txt record for B
ISKAMP phase 1, Main Mode
ISKAMP phase 1, #2

ISKAMP phase 1, #3

ISKAMP phase 1, #4

ISKAMP phase 1, #5

ISKAMP phase 1, success
DNS request: txt record for A
DNS reply: txt record for A
ISKAMP phase 2 negotiation
DNS reverse lookup for A
DNS reply

ISKAMP phase 2, #4

First encrypted packet

Encrépted return packet
27 6
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1B = pased Network Layar Security
Low overhead, no handshaxe raquirad

» Quter packet format

IP header | HMAC, [Encr. Pid] Encr[Payload]
40 bytes 20 bytes [...]

» Payload Format
Random | len | proto - IP Packet Data
20 bytes 2 1 1 [...]

- |P header unencrypted

= proto is original IP next header protocol

= length is original length (encrypted length is padded for block
cypher)

= Overhead: 44 bytes per packet

PaocEss CoNBol
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Conclusion

» IBE is a new public key encryption algorithm
|dentities (e.g. names, device IDs) are public keys

» IBE reduces the overhead associated with
encryption and signing infrastructure
= No certificates, certificate lookup required
= Simplified revocation and expiration
= Key generation at the key server

» IBE allows you to build lightweight secure

protocols
Handshake-free key exchange
No need for external secure naming service

[
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