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Disclaimer

References made herein to any specific commercial 
product, process, or service by trade name, 
trademark, manufacturer, or otherwise, does not 
necessarily constitute or imply its endorsement, 
recommendation, or favoring by the U.S. 
Government, any agency thereof, or any company 
affiliated with the Idaho National Laboratory.



Workshop Agenda
• The INL – Who are we?
• Experiences from field visits
• Demonstration (aka., 'blinky-light-show')
• 10 Minute BREAK
• Anatomy of an Attack
• Network Components and Architecture
• Firewalls and IDS’s
• Vulnerability Testing
• Tools and Resources Available
• 20 Minute BREAK
• Hands-On Exercises



Who Are We?

INL



INL
890 square miles 
85% size of Rhode Island 
National asset since 1940
Dedicated Power Grid 
Entire Communications Network



Cyber Security Programs

• Office of Energy Assurance – DOE

• Homeland Security

• National SCADA Testbed

• Control Systems Security Test Center

• National Wireless Testbed



Experiences from Field Visits



General Findings 

• Vendor default accounts and passwords

• Guest accounts still available

• SCADA use of  enterprise services (DNS, etc.)

• No security level agreement with peer site

• No security level agreement with vendor(s)

• Enforcement of  Port Security rare



General Findings 

• Dynamic instead of static tables

• Unused software still on systems

• Unused services still active

• Writeable shares

• Direct VPN from off site allowed



Switches and Routers 

• Like most systems, delivered wide open

• Network Administrators have little or NO knowledge 
how to secure  (INDUSTRY WIDE)

• In most cases, DEFAULTS are NOT shown in 
configuration lists

• Enforced Port Security rare



Firewalls

• Rules not commented

• Generic or Simplified rules

• Old/temporary rules not removed
• Rules exist, but nobody knows why
• Logging not turned on
• In some cases, firewall is subverted by direct connection
• Same firewall rules on corporate and internal network



IDS

• New to Electric Utility industry (~ NERC 1300)

• Not even employed at corporate level

• No scope for staffing and training



NERC 1300 (1304)



Evolution of IT Security vs. PCS Security
TOPIC INFORMATION 

TECHNOLOGY
PROCESS CONTROL

Anti-virus/Mobile Code Common/ Widely Used Uncommon/Impossible to 
deploy

Support Technology 
Lifetime

3-5 Years Up to 20 Years

Outsourcing Common/Widely Used Rarely used

Application of Patches Regular/Scheduled Slow (Vendor specific)

Change Management Regular/Scheduled Rare

Time Critical Content Generally delays accepted Critical due to safety

Availability Generally delays accepted 24x7x365xforever

Security Awareness Good in both private and 
public sector

Poor except for physical

Security Testing/Audit Scheduled and mandated Occasional testing for 
outages

Physical Security Secure Remote and Unmanned

© 2002 PA Knowledge Limited



The Demonstration



The Evolution of the Internet

ARPANET
(The Internet)

Corporate NetworkSCADA/PCS Network

Firewall Firewall



Common Control System Architecture



Industrial Cyber Incidents 
1982 - 2000
Threats are primarily Internal:
• Accidental
• Inappropriate employee activity
• Disgruntled employees
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Industrial Cyber Incidents 
2001 - 2003

In 2001 the threat source shifts….  Why?
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Changing Vulnerabilities: 
Common OS Weaknesses

Common operation systems (i.e. Windows) and 
applications (e.g. SQL Server) now dominate the 
HMI systems.

• Often come configured more appropriately to 
business requirements.

• Vulnerable to a wide variety of IT attacks and 
viruses.



Changing Vulnerabilities: 
Common Network Weaknesses

• Ethernet and TCP/IP now dominate the process 
control network.

• COTS network hardware common in plant.

• Vulnerable to:

– Hardware-specific exploits (e.g. HP printers);

– Attacks against TCP/UDP services (e.g. SNMP).



How They Get In (Local Entry)

The business network is the major local source of 
incidents.

• Direct physical access is significant.
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How They Get In (Remote Entry)

The Internet is a major source (but we don’t always 
really know the route in).

• Dial-up, VPN, Telco, Wireless, 3rd Party are all 
contributors.
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Demonstration Exploits

• Internet Explorer Drag & Drop 
Announced in early August 2004 
Affects all versions of IE on all Windows OS

• GDI+ JPEG Overflow (MS Windows) 
Announced in late September 2004 
Affects all software using the Microsoft GDI+ library

• Libpng Overflow (Linux) 
Released in early August 2004 
Affects Linux based systems using libpng version 
1.2.5 and earlier 



Infected Image Exploits
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Man in the middle



Man-in-the-middle: Components

• HMI – The operators console

• Control Systems Equipment

• ARP Spoofer – Listens to all traffic between two 
nodes

• Attacker – Controls the equipment or the HMI 
without the others knowledge



Typical Management Display (HMI)



Man-in-the-middle:   Normal Traffic

Network
Hub

Attacker



Man-in-the-middle:  Controlled 
Traffic

Network
Hub

Attacker



Break Time



Anatomy of an Attack



Risk = Threat x Vulnerability x Consequence

• Threat: Any person, circumstance or event with the 
potential to cause loss or damage.

• Vulnerability: Any weakness that can be exploited 
by an adversary.

• Consequence: The amount of loss or damage that 
can be expected from a successful attack.

The Risk Equation



A Simple Example
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InternetBUSINESS /
CORPORATE

NETWORK
Corporate
Firewall

Domain
Name
Server
(DNS)

Database
Server

SCADA
Firewall

Modem Pool

Web Server

`

Business
Workstation

Attacker

PCS
NETWORK
“Turbine”

FEP

RTU

PLC

PLC

Web
Server

Data
Historian

`

Engineering
Workstation

Email
 Server

`

Management
Console

HMI



Changing Vulnerabilities

• Common Operating System Vulnerabilities
• Common Application Vulnerabilities
• Common Network Vulnerabilities



Myth Busters

SCADA Data Base

Firewall

Corporate Data Base



The Myth

Vendor Says:

• “Data only flows to the corporate Data Base”

IT Says:

• “Traffic is not permitted through the firewall from 
the Corporate Data Base”



Communication Basics
• TCP is a reliable, stateful communications protocol
• Three-way handshaking
• There are no one-way communications with TCP

Dial Number

Hello?

Hello

How are you?

I’m sorry, I couldn’t hear you.

I said, how are you.

Handshake



Data Base Attack
• Hijack corporate system

• Listen for conversation sending data to corporate 
data base

• Hijack the session

• Tell SCADA data base to 'Create Table'

• Insert Shell Kit in new table

• Ask Data base to write table to disk as a .so

• Tell Data base to execute stored procedure

• E.T. Call home



Request

Response

Database / Firewall Example
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Distributed Nature of SCADA

• Much more complex than typical business networks
• Disparate locations
• Can the SCADA be compromised from a remote 

location?

SCADARTU

RTU
FEP

Corporate

Substation



Many Back Doors

Bottom Line: There are many routes 
into systems as complex as a 
modern SCADA or control system.



Types of Attackers

• Script Kiddies – Low hanging fruit
• Insider – Disgruntled employee
• Terrorists – Shock and awe
• Nation States – Plenty of time and money

Attackers may utilize each others resources…



Threat Trends
Threats More Complex as Attackers Proliferate

Password Guessing
Self-Replicating Code

Password Cracking
Exploiting Known Vulnerabilities

Disabling Audits

Hijacking Sessions

Sweepers

Sniffers

Distributed Attack Tools

Denial of Service

GUI
Packet Spoofing

Network Management Diagnostics

Automated Probes/Scans
WWW Attacks

“Stealth”/Advanced
Scanning Techniques

1980       1985       1990       1995       2000      2005      2010

In
tr

ud
er

 K
no

w
le

dg
e

High

Low

Attackers

Back Doors

Zombies
BOTS

Morphing
Malicious Code

Attack Sophistication



Effects of Cyber on Critical 
Infrastructure
• Davis-Besse Nuclear Power
• Northeast Blackout
• Australian Sewage Release
• Siberian Pipeline
• Worcester Airport



Typical Attack Steps

• Target Identification / Selection
• Reconnaissance
• System Exploits
• Keeping Access
• Covering the Tracks



Target Identification / Selection

• How visible is your company in the public?

• Is your company/utility desirable?

• How do your defenses compare to your neighbor?



Reconnaissance

• Open Source Intelligence 

– External Web Site

– Google (Internet) Searches

– DNS Lookups

• Dumpster Diving

• Social Engineering

• War Dialing / War Driving

• Scanning

• Insider Threat



Reconnaissance Example

• Picking on the U.S. Government

– SCADA at Pearl Harbor



System Exploits

• Viruses and Worms

• Email

• Hostile Web Pages

• Direct Attacks



Keeping Access

• Attacker may/may not care

• Account creation

• Password cracking

• Backdoors / Trojan Horses

• Rootkits



Covering the Tracks

• Physical damage

• Hiding files

• Log file modification / deletion

• Covert channels (loki, ncovert)



Network Components and 
Architecture



Security Policy

• Corner stone of your network security!
• Driven by technology!
• Enforceable
• Users need to know the whys!
• Reviewed annually or sooner



Layered Security Model



Human

The Five Layer Model

Application

OS

Network

Physical



Switches  and Routers

• Provide network routing

• Allow for multiple network paths

• Provide first level of defense

• Create Virtual Private Networks (VPN's)

• Enforce Access Control Lists (ACL's)



Notable Quotes

• Marty Roesch, speaking at a SANS conference a couple 
of years ago “Those of you thinking that IDS is only 
about the sensor, are seeing about 5 percent of the 
picture!”. 

• Remember Kevin Mitnick? ( quoted in 2000), “It's naïve 
to assume that just installing a firewall is going to 
protect you from all potential security threats.”

• SANS Standard “Prevention is ideal, detection is 
essential.”



Firewall Functions

• Protect the inside  from the outside

• Protect the outside  from the inside

• Enforce Security Policy

• Track Network Activity



Firewall Rules

• Actions to be taken:  accept, drop, reject

• Writing rules:  best practices

• Data collection 

• Monitoring firewalls:   Logs, IDS, TESTING



IDS Functions

• Are your firewall(s) doing their job?

• Are your company policies are being followed?

• Are servers affected by malicious traffic?

• Are there mis-configured systems?  (data leakage)



Basic IDS Catagories

• Network Intrusion Detection Systems (NIDS)

• Host-based Intrusion Detection Systems (HIDS)

• Intrusion Prevention Systems (IPS)

• Anti-Virus / *Bot scanners (AVS)



IDS Rules

• Actions taken:  notification, alerting

• Writing rules

• Data collection

• Monitoring IDS’s



IDS Placement Overview
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Rule Strategy

• Level I
– External Border and Corporate Systems

• Level II
– Internal to the Firewall – Outgoing Traffic

• Level III
– Modem Pool and DMZ – Back Door

• Level IV
– Campus Sensors and Special Systems



Rule Strategy

Any External System

Corporate

SCADA



Rule Strategy

• Rules should follow the pattern currently 
implemented industry wide

• Legal traffic laws specific to control systems

• Must exploit vendor specific protocols before rules 
are effectively created

• SCADA specific rules are on and above typical IT 
rule set



Rule Strategy

Default Rule Set

Public Best Practices

Corporate Specific Rules

SCADA Legal 
Traffic Vendor Specific 

Rules

SCADA Rule Set Should Build Upon Existing Rules

Host Type 
Rules

Protocol Specific 
Rules



Disjoint Data Sources
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Tools Available
• Firewall, routers, and switches

– Monitor network flow
• Host Based Intrusion Detection Systems (HIDS)

– Monitoring host activity
• Log Managers (Syslog, Event Log, etc.)

– Gathering additional information
• Network Intrusion Detection Systems (NIDS)

– Network traffic monitoring
• Intrusion Prevention Systems (IPS)

– Abort attacks in process
• Antivirus Scanners (AVS)

– Scan and inoculate files
• Passive Vulnerability Scanners

– Watch and learn from network traffic
• Host Based Firewalls

– Controlling network traffic to/from host



Vulnerability Testing



Vulnerability Testing – NERC 1300

“At a minimum, a vulnerability assessment shall be 
performed at least annually that includes a diagnostic 
review (controlled penetration testing) of the access 
points to the electronic security perimeter, scanning for 
open ports/services and modems, factory default 
accounts, and security patch and anti-virus  version 
levels.  The responsible entity will implement a 
documented management action plan to remediate 
vulnerabilities  and shortcomings, if any, identified in the  
assessment.”

1306-a-5 Identification of Vulnerabilities and Responses



Why vulnerability testing?

• Provides you with information on weaknesses
• Can detail what patches are needed
• Detects software not authorized by security plan
• Locate systems with auto-answer modems
• Provide a list of hosts and their operating system



Security Vulnerability Testing
A security vulnerability scanner is software which will audit 
a given network of hosts and determine whether someone 
(or something – like a worm) may break into the hosts, or 
misuse them in some way.

• Nmap (http://www.insecure.org)  - Nmap uses raw IP 
packets in novel ways to determine what hosts are on a 
network, what operating systems and versions they a 
using.

• Nessus (http://www.Nessus.org) – Checks systems and 
applications for known vulnerabilities.

• CIS benchmark kits (http://www.cisecurity.org) – A set of 
security configuration benchmarks used to audit a host for 
security settings. 



The good news / bad news

• Several testing tools available

• Use more than one

• Same tools used by the hackers

• Same tools used by the insiders

• Same tools used by security consultant



Vulnerability Testing Warning

• Only test vulnerabilities they know

• May need more than one tool for complete 
test

• Only good for that moment in time



Tools and Resources



Tools and Resources Available

• Open Source tools on CD-rom

• Training

• Mail lists



CD  Structure



Cyber Security Advisories
• Xforce http://xforce.iss.net
• Insecure.org http://ww.insecure.org
• FIRST http://first.org
• SANS http://www.sans.org
• Incident Storm Center http://isc.sans.org
• US-cert http://www.us-cert.gov



Training – A MUST!!!

• Your Hardware Vendors

• SANS http://www.sans.org

• Foundstone http://www.foundstone.com

• NIST http://csrc.nist.gov/ATE



Break Time



Hands-On
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The Status of Things



Scenario #1 – Network Scan

• An attacker has gained control of a computer on the 
corporate network.  Using that computer, the attacker 
scans the corporate network using Nmap. 

• The Nmap scan reveals nodes within the address range 
specified by the attacker. A properly configured scan 
will result in the discovery of an internal firewall 
separating the corporate network from the SCADA/PCS 
network. 

• A scan of the PCS/SCADA network was allowed 
because of the firewall configuration.



Scenario #2 – Using Ethereal and 
TCPDump 

• Nmap may not always detect all hosts on the network.  
Using tools like Ethereal and TCPDump, the attacker 
can capture all traffic on the network and may reveal 
additional IP addressed than what Nmap was able to 
find.

• The corporate network is on a switch.  Ethereal and 
TCPDump only provide information on traffic that 
comes across the wire to the host computer.  

• The SCADA/PCS network in this demonstration is 
connected by a hub.  Hubs broadcast traffic to all 
nodes.  The end result is that Ethereal will not see 
much on the corporate network but will see everything 
on the SCADA/PCS network



Scenario #3 – Vulnerability Scan 

• The attacker continues the reconnaissance by 
launching a vulnerability scan using Nessus.  This 
scan reveals some additional information regarding the 
hosts that Nmap found.  Nessus provides vulnerability 
information relative to the types of services running on 
a host.

• Nessus also provides a greater level of detail than 
Nmap by guessing what services are running on the 
open ports of a host.  This is a very effective tool for 
watching the network for allowed services.



Scenario #4 – Firewall Configuration

• Scenarios 1-3 were possible partly due to poor firewall 
configuration.  Review the rules in place on the firewall 
and modify to still allow required functionality but limit 
the ability for attacks to take place.



Scenario #5 – IDS Configuration

• Basic steps in setting up and configuring Snort.  
Adding some basic rules to Snort to match the rules in 
place on the firewall.



EXTRA CREDIT –Detailed Explanation 
of the “Blinky-Light” Demonstration 

• Provide a detailed hands-on explanation of how this 
attack was carried out.  Explain the DNS spoofing that 
was used to direct an internal host to a hostile web 
server.  Discuss how this is a common mis- 
configuration regarding internal/external DNS and the 
firewall. 



Supplemental Slides



Pieces and Parts

• Network Layers
• Protocols
• IP Addresses
• Ports
• Routers
• Switches
• DNS



Network Layers
The OSI and the ARPA Layered Architecture
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IP Addresses

Unique Identification of a Location



IP Addresses

• Loop Back 127.0.0.1
• Broadcast 255.255.255.255
• Default Network 0.0.0.0
• Class A – 1-126.X.X.X 

– (Very Large Networks, International Companies)
• Class B – 128-191.X.X.X 

– (Medium Sized Networks)
• Class C – 192-223.X.X.X 

– (Small to Mid-size Businesses)



IP Ports

Unique Identification of a Location
and Recipient



Communication Basics
• TCP is a reliable, stateful communications protocol
• Three-way handshaking
• There are no one-way communications with TCP

Dial Number

Hello?

Hello

How are you?

I’m sorry, I couldn’t hear you.

I said, how are you.

Handshake



Routers

• Layer III Device – is IP address “aware”

• Direct Traffic – where does the request go?

• Transmitting packets

• Protocol Translation

• Physical Address vs. Logical Address



Switches

• Layer II Devices

• Are only aware of Physical Address

• Maps Physical Address to IP Address using ARP 
Tables

• Traffic is only sent to the intended recipient



Hubs

• Layer II devices
• Have no mapping of IP to MAC
• All traffic is broadcast to all connected hosts



Domain Name Service

192.168.1.10 10.4.4.10

www.lin
ux.org

10.4.4.10

Local DNS Internet DNS Server



Resources
• SANS.org IPv4 Pocket Guide 

http://www.sans.org/resources/tcpip.pdf

• SANS.org IPv4 Pocket Guide 
http://sans.org/resources/ipv5_tcpip_pocketguide. 
pdf

• Securitywizardry.com Packet Diagrams 
http://www.securitywizardry.com/protpackets.htm

http://www.sans.org/resources/tcpip.pdf
http://sans.org/resources/ipv6_tcpip_pocketguide.pdf
http://sans.org/resources/ipv6_tcpip_pocketguide.pdf
http://www.securitywizardry.com/protpackets.htm


























ARP Poisoning
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