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3x3 Security: Environments 
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Corporate IT SCADA Device Network 

Enterprise Apps 

Ethernet, TCP/IP 

Modern Computers 

(Windows, Linux, Mac) 

SCADA 

Ethernet, Serial 

Legacy Computers 

(Windows) 

Ladder Logic 

Ethernet, Serial, Relays 

Special Function 

(Embedded OS) 
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3x3 Security: System Threats 
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Corporate IT SCADA ICS 

Enterprise Apps 

Ethernet, TCP/IP 

Modern Computers 

(Windows, Linux, Mac) 

SCADA, HMI 

Ethernet, Serial 

Legacy Computers 

(Windows) 

Ladder Logic 

Ethernet, Serial, Relays 

Special Function 

(Embedded OS) 
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3x3 Security: Network Threats 
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Corporate IT SCADA ICS 

Enterprise Apps 

Ethernet, TCP/IP 

Modern Computers 

(Windows, Linux, Mac) 
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(Windows) 
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3x3 Security: Countermeasures 
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Corporate IT SCADA ICS 

ePO 

IPS 

HIPS 

MRA MVM 

Firewall 

DeepSAFE 

SIEM 

App Control Antivirus 

ICS SIEM 

ICS Firewall 

Embedded  

App Control 

SCADA IPS 

Diode 

DeepSAFE 

ePO MRA MVM 

SIEM 

Firewall SCADA IPS 

App Control 

Address each 

area according 

to acceptable 

risk  

Manage all 

areas 

together to 

benefit 

operations 
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Cyber Security Solution  

for End-to-End Utility Infrastructure 
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Section Divider 
Option 3 
Cyber Security Solution  

for Critical Infrastructure Demo 

•Windows Server 2008 SP1 

•Active Directory Domain Services 

•DHCP 

•DNS 

•Certificate Authority 

•McAfee ePO  v4.1.1 w/Deep Command 

•NitroSecurity ESMRCV 

•Nitroview Web Server 

•SUBNET Power SYSTEM Center 

•Windows XP SP3 

•McAfee Agent 

•Embedded Control 

•SUBNET Explorer 

•Windows XP SP3 

•McAfee Agent 

•Embedded Control 

•SUBNET Explorer 

 

•Windows XP SP3 

•McAfee Agent 

•Embedded Control 

•SUBNET Explorer 

 

 

•VxWorks ESXi Server 

•NitroGuard IPS VM 

 

•Windows XP SP3 

•Metaploit v4.2 
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Section Divider 
Option 3 
Cyber Security Solution  

for Utilities Infrastructure Demo 

SECURE! 

ON 

Securing the critical infrastructure with McAfee 

application whitelisting 

ON 

OFF 
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Section Divider 
Option 3 
Cyber Security Solution  

for Utilities Infrastructure Demo 

COMPROMISED! 

ON 

ON 

OFF 
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Section Divider 
Option 3 
Cyber Security Solution  

for Utilities Infrastructure Demo 

Remotely managing your substation for immediate 

response and increased uptime 

COMPROMISED! 

ON 

ON 

OFF 

OFF ON 

ALERT! 
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McAfee  
Deep Defender 

Operating System 

McAfee DeepSAFE  
Technology 

CPU 

Intel Core i3, i5, i7, VT-x 

McAfee Deep Defender:  

Built on McAfee DeepSAFE Technology 

12 

Uses McAfee DeepSAFE Technology 

Real-Time Kernel  

Memory Protection 

Protection from Previously Hidden Threats 

Beyond the OS for Enhanced Security 

Managed by ePO 

Industry’s First Hardware- 

Assisted Security Platform 


