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Disclaimer 

All content has been prepared without any 
overview from Yokogawa or DHS.  
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Profile 
BSc Electrical and Electronics Engineer 

16 years experience in computer security 

12 Years experience in automation security 

Worked for Ford Motor Company, ATOS-
Origin and BP 

Worked as an independent consultant on 
financial security  

Member of ISA, ISCI, ISC2 

Principal Systems Architect at Yokogawa 

 



After lunch moment 
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Social Networking Treasure 

Tells every aspect of your life 

Tells your interests, family, employer 

People discuss every aspect of their lives 

People discuss problems with their 
employers 

People leave tracks that show their 
vulnerabilities 

People don’t realize what’s out there 



Pick on someone …. 
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Drawbacks 
– Not a US citizen (yet) 

– DHS is large (who are you going to call?) 
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Pick on someone …. 
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What can we find …. 

Without resorting to hacking or paying any 
money (and in less than 20 minutes) 
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Here we go … 
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What else? 
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Facebook? 
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A bit more … 

Age -44 

Brother – Jason 

Father - John 

Oldest child (1994) daughter – Amanda 
(Manchester Memorial High), 5’ 5”, uses 
“mommy” 

 

Family like Ice hockey (Bruins) 

 
 



And more … 
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Guide/Kit to kick start a Control 
Systems Security Program 
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Translations 
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Language difficulties 

I am not in the office at the moment. 
Send any work to be translated 



Discussion 

dis·cus·sion    [dih-skuhsh-uhn]  noun 

an act or instance of discussing;  

consideration or examination by 
argument, comment, etc., especially to  

explore solutions;  

informal debate. 
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http://dictionary.reference.com/browse/discuss�


What should a kit include? 
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Where should you start? 

IT / Control system policies, procedures 

What do your engineers do today? 

What regulation do you have to comply 
with? 

What do your competitors do? 
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Information gathering 

What are you trying to protect? 
– Control systems 

– Critical IT systems (or systems on the IT network) 

– Connection points 

– Software version 

• OS 

• Vendor 

• Third party vendor 

– Critical processes/tasks/connections 

22 



Where should you go for information? 

What exists in cyberspace? 
– Country specific  

• DHS/ICSJWG 

• NIST 

• CPNI 

• CSSC 

– ISA/IEC 

– Vendors 

– Specialists 

– Can we translate? 
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Training 

Courses 
– ICSJWG 

– SANS 

– SCADAhacker 

– Red Tiger 

– Language barrier? 
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What type of company are you  

Top down 

Bottom up 
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