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Some History
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And Then We Junked the Console Devices
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What is a “Port”?

 Network/IP Port

e Serial Port

e Console Port

e Configuration Port
« USB Port

 Virtual or Physical?
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Presenter
Presentation Notes
There is a lot of confusion when the word PORT is used.  The context used when referring to a port often does not clarify the intended meaning.


S
Physical “plugs” or connectors

* Physical Access is a Security Risk
— Password Recovery mechanisms

— Use your own cable

e Labels that say “Do Not Use” are red flags

e Disabling Sometimes Prevents Future
Configuration Changes

» Often Required in Emergencies
* Detecting Use or Tampering is Important
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Presenter
Presentation Notes
If I have physical access to a device with an external console connection then often I can use the connection with no detection.  Additionally I can type anything I like with no record if I only talk to the “firmware”.


Console Ports

Physical, Network, or Virtual

Last Gasp Messages

Often Protected by “default” usernames and
passwords

Network Enabled
— iLO

— ALOM

— ILOM

— DRAC

— HMC
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Presenter
Presentation Notes
One of the dangers of network enabled Configuration Ports is that they are “on” even when the computer is “off”
Detection of brute force break-in often difficult
Easy to find on a network
Web Interfaces, some without encryption
Telnet, ftp and other unsecured protocols often enabled


USB Ports

Needed for Keyboards etc

Auto-Play a Huge Security Risk

Detection of Use is good Security

Misused by Employees to “charge” personal devices

Cable

Device
gL

USE mini
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Presentation Notes
Often employees don’t understand that their iPod, Nano, MP3 player, cell phone, etc is seen as a disk drive by their computer.  They think that simply using USB ports to charge batteries is safe when its possible due to auto play or some app automatically running when a devices is plugged in (like iTunes) that they may be transmitting viruses or other maleware.


Ports Not Monitored

* Physical, virtual and logical console ports seldom
monitored

« Clear Text protocols often used

 Web Based configuration interfaces hard to log
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Terminal and Console Servers

e Used for management of systems with
serial consoles

« Many are very old

e Default Usernames and Password

 No authentication of connection to consoles
* Telnet protocol predominant
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INL Report

* Prepared for the Department
of Energy

 Focused on Security
Vulnerabilities in DCS

» Presentation will discuss a small
portion of the information
contained in the report
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Presenter
Presentation Notes
I could stand here and tell you what I think all day, but lets take a look at some independent research……


Report Findings

Level 3
Operations Management
System Management / NS OPC Server

Supervisory Control | Information Server
h Application Server

Level Frequency of Observed

Vulnerabilities

Replicated Web Server
Database

Local or Basic Control

i Y eve Vendor or
SUperVIsory ContrOI 45 /0 Iéupelrflsory Control Equipment: Engineer
. Supervisory Control Functions / S Access
Operations 40% B Database
Man ag ement e Supenﬂsory Control LAN
Enterprise Systems 5% @
Supervisory Real-ime Communications

Control Local Display Database Processor

85% of Observed

Vulnerabilities affect
* Privileged Users

* Privileged Interfaces
e Privileged Devices

ISA SCADA architecture by functional-level reference model
Source: Vulnerability Analysis of Energy Deliver Control
System — By Idaho National Laboratory for the DOE
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Top 10 Most Critical SCADA Vulnerabilities™

Vulnerability Impact

Unpatched Published Vulnerabilities Most Likely Access Vector

Web Human-machine Interface (HMI) Supervisory Control Access
Vulnerabilities

Use of Vulnerable Remote Display Protocols Supervisory Control Access
Improper Access Control (Authorization) Access to SCADA Functionality
Improper Authentication Access to SCADA Applications
Buffer Overflows in SCADA Services SCADA Host Access

SCADA Data and Command Message Manipulation | Supervisory Control Access
and Injection

SQL Injection Data Historian Access

Use of Standard IT Protocols with Clear-text SCADA Credentials Gathering
Authentication

Unprotected Transport of SCADA Application SCADA Credentials Gathering
Credentials

*Based on possible consequences, impact, ability to detect, attacker awareness,
frequency of attack, remediation cost, prevalence
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Report Recommendations for Utility Owners

Recommendation

Mitigation™

B Routinely assess operating systems,
applications, services, network devices,
etc., for published vulnerabilities.

Apply patches as quickly
as possible or restrict
access to and closely
monitor vulnerable
systems.

2 Assess and secure servers and clients —
especially when access to the physical
system.

Minimize access and
available functionality of
Web servers and clients.

S Minimize usage, exposure, and available

functionality of remote display protocols.

Configure remote access
protocols to limit access,
require secure
authentication, and use
a trusted path.

*Can be used as a starting point for mitigating the highest risk vulnerabilities.
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Presenter
Presentation Notes
Note the “access to physical systems” here…..


Report Recommendations for Utility Owners

Recommendation

4 Lock down all applications,
hosts, and networks to limit
the consequences of
compromise as much as
possible.

Mitigation

Redesign network layouts to take full
advantage of firewalls, VPNs, etc.

Create security zones using multiple
layers, with the most critical
communications occurring in the most
secure and reliable layer.

Customize IDSs for SCADA hosts and
networks.

Restrict user privileges to only those
that are required to perform each
person’s job (i.e., establishing role-
based access control and configuring
each role based on the principle of
least privilege).

Replace insecure versions of common
IT services with secure versions.
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Report Recommendations for Utility Owners

Recommendation

Sl Use proven authentication services
when available. Strong
authentication and encryption
mechanisms should be
implemented and strenuously

Mitigation™>

Securely configure
authentication settings and
regularly audit passwords and
system settings.

tested.
6 Remediate vulnerabilities in SCADA | Reduce the risk from vulnerable
services. SCADA services by limiting and

monitoring their access.

7 Protect SCADA databases.

Databases should be replicated
out to the DMZ.
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Report Recommendations for Utility Owners

Recommendation Mitigation™
Sl Use secure protocols to access Uninstall or disable insecure
SCADA components. services where possible.

Correctly configure services to
protect credentials and provide
secure authentication.

Use secure protocols to connect
to SCADA components.

I Protect user credentials and make Correctly configure all
them inaccessible to an attacker. applications to securely store
Passwords should be securely and transfer credentials.
encrypted or hashed before being
stored or transmitted.

Report also made recommendations for SCADA vendors.
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S
Approaches for Mitigation or Solution

 Turn off management interfaces using WEB servers

 Never use telnet, ftp, or http for the transfer of any
management information

e Secure all privileged and external interfaces on physical
devices

— Serial Console Ports
— ILO, HMC, ALOM, DRAC, etc.
— USB

» Detect use of physical ports that are normally NOT in use

ConsoleWorks®
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Presentation Notes
Securing Physical Serial Console Ports on many SCADA devices will be a challenge.  They are is remote locations and “emergency” use of those ports is often critical.  Any mitigation needs to (1) actually secure the port either physically or programmatically and (2) alarm on tampering.  Additionally these interfaces are great examples of shared privileged accounts.  Securing authentication on these devices is possible but usually requires some intermediate software.

Increasingly SCADA systems are employing industry standard systems like Windows or Linux on “normal” PCs.  This means that industry standard configuration interfaces like the iLO, HMS, ALOM etc add an additionally security concern that is often completely overlooked.


S
Approaches for Mitigation or Solution

 Override well known, default and/or shared
username/passwords (require individual authentication and
authorization)

* Log all privileged access to systems at the keystroke level
 Monitor, log, alarm and investigate all security events

» Use technology to assist in reviewing logs and eliminate
— “in arrears” detection of security events

— Data overload
» Enforce good password construction, reuse and aging
* Require multi-factor authentication

* Reduce privileges to only those required
ConsoleWorks®
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Presentation Notes
Note that all these things are just GOOD IT PRACTICE



Questions?

ConsoleWorks®
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Contact Information

Clyde T. Poole, CISSP
Chief Security Officer and Director of Professional Services
TDi Technologies, Inc.

clyde.poole@tditechnologies.com

Corporate Information
TDi Technologies, Inc.
1600 10t Street, Suite B
Plano, Texas 75074

http://www.tditechnologies.com/
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