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Pipeline as a National Infrastructure  
Pipeline networks and systems 
Risks, vulnerabilities and opportunities within 

the pipeline industry 
Next steps for the pipeline mode 
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18 Critical Infrastructure Sectors 

3 

Homeland Security Presidential Directive 7 (HSPD-7) along with the 

National Infrastructure Protection Plan (NIPP) identified and categorized 

U.S. critical infrastructure, which includes Transportation. 

Many transportation systems are so automated that they can no 
longer be operated without control systems 

Presenter
Presentation Notes
All CI sector control systems are served by the same vendors.

Under the Homeland Security Presidential Directive Number 7, and with ongoing support from the national infrastructure protection plan, United States now has 18 recognized critical infrastructure sectors. Looking at the list, whether any sector is identified that you either are unfamiliar with or had never heard of? What’s interesting is that in each of these sectors industrial control systems or some sort of industrial automation is used. Some are obviously very straightforward such as energy, nuclear, transportation, and water. Some need a little more thinking, such as monuments and icons, and banking and finance. As it turns, out industrial control systems play a major part in those sectors, as you can’t physically make money without them nor can you enjoy climate controlled elevators when taking a tour at a monument. Immediately, you realize that without the industrial control systems supporting these facilities, or more importantly without the industrial control systems working properly at these facilities, important items cannot be made in human safety, and well-being could be jeopardized.

Across all these sectors, the issue of equipment protection, human safety, and security are paramount. Recognizing that the industrial control systems are at the very heart of the sectors producing and performing properly, we cannot overstate the importance.

Below is from US-CERT:
What are the critical infrastructure sectors?
Homeland Security Presidential Directive 7 (HSPD-7) along with the National Infrastructure Protection Plan (NIPP) identified and categorized U.S. critical infrastructure into the following 17 critical infrastructure sectors and key resources, referred to as CI/KR. 
Agriculture and Food 
Banking and Finance 
Chemical 
Commercial Facilities
Critical Manufacturing 
Dams 
Defense Industrial Base 
Emergency Services 
Energy 
Government Facilities 
Information Technology 
National Monuments and Icons 
Nuclear Reactors, Materials, and Waste 
Postal and Shipping 
Public Health and Healthcare 
Telecommunications 
Transportation 
Water 

Many are fully automated and cannot function when the control system is not operational.

Control Systems Applications are everywhere and continue to grow in scope
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Control Systems in Pipeline Are 
Increasingly Vulnerable to Attack 

Requirements to “connect” operational systems to 
business systems and the internet 

Adversaries can discover pathways to systems 

Attacks such as Stuxnet proved that connectivity isn’t 
even necessary in order to launch an attack 

 ICS-CERT advisories 
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Growing Dependencies Can Increase Risk 
The pipeline industry uses ICS for: 
 Interconnected distribution networks,  
Safety,  
Cost Control/Projection,  
Billing,  
Trending and more!  
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 Automated industry 
carries risk of potential 
intentional and 
unintentional incidents 

 



Pipeline as a National Infrastructure 
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Pipeline mode incudes… 
 Pipeline networks  = millions of miles throughout the US  

 
3,000 operators  
 
City gate stations, distribution systems  

 
Terminals  

 
65 percent of the nation’s hazardous liquids & chemicals 
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Pipeline Networks 
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Natural Gas Pipeline Networks 
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Supply Chain 
Vessels Feed Pipeline Distribution Systems at Ports 
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Typical Natural Gas SCADA Systems 
Control natural gas distribution systems 

Monitor pressure 

Alert and alarm 

Odorant levels 

Flow Control & Pressure Management  

Temperature levels 

Commodities 

 Pressure 
Regulator 

Control Valve 
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Pipeline - Critical to US infrastructure 
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    Trans-Alaska Pipeline System 
 Critical to US Energy 
 Over 15 billion barrels of oil produced 
 $8 Billion to build in 1977 
  800 miles long by 48”width 
  Control Systems play major roles 
  Smart/Dumb Pigsoil produce 
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Infrastructure located in remote areas 
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Pipeline Mode Progress to Date 

TSA Pipeline Security Division 

API Standards 
1164, Pipeline SCADA Security, Second Edition 

Roadmap to Secure Control Systems in Transportation 

Cybersecurity Assessment and Risk Management Approach 
(CARMA), developed by DHS 

  Interstate Natural Gas Association of America (INGAA), 
Control Systems Cyber Security Working Group  
Control Systems Cyber Security Guidelines for the Natural 

Gas Pipeline Industry   
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Outreach to Pipeline Partners 

American Gas Association (AGA) 

American Petroleum Institute (API) 

Transportation Security Administration, Pipeline 
Security Division 

Selected top 100 operators  

Trans-Alaska Pipeline System (TAPS) 
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Pipeline Strategies 

 Cybersecurity requires a lifecycle approach 
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Aviationlawmonitor.com 
 

 Risk assessments 
 Standards 
 Design practices 
 Certification 
 Monitoring 
 CIA  
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The Roadmap to Secure Control 
Systems in Transportation  

A plan for voluntarily improving industrial control systems 
cybersecurity across all transportation modes:   
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Next Steps for Pipeline 

Expand CSSP outreach 
to pipeline operators 

Help industry define 
cybersecurity strategies 

Transportation 
Roadmap 

Pipeline standards 
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Report cyber incidents and vulnerabilities to:  
www.us-cert.gov 

Or send e-mail to: 
soc@us-cert.gov,  

ics-cert@dhs.gov 

Or call: 
877-776-7585 (ICS-CERT) 

888-282-0870 (US-CERT) 

Get more information at: www.us-cert.gov/control_systems 

Cybersecurity is a Shared 
Responsibility 
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Questions / Feedback 
David Sawin 

617.494.2602, david.sawin@dot.gov 

Bob Hoaglund 

617.494.3653, robert.hoaglund@dot.gov 

 

US Department of Transportation  

Volpe National Transportation Systems Center 
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