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State of the World: Cyber Realities

* [ncreasing frequency, scope, and complexity of cyber
attacks against the private/public sectors.

» Underscores need for a more robust organizational
cyber incident response capabillity.

= “All-hazards” integration - Where does cyber fit in?

* Presents unique challenges due to diverse attack vectors,
widespread impacts, and complex mitigation.

~@” Homeland
@ Security


Presenter
Presentation Notes
Cyberspace underpins almost every facet of modern society and provides critical support for the U.S. economy, civil infrastructure, public safety, and national security. 
IT has transformed the global economy and connected people and markets in ways never imagined. 
However, due to the inherent decentralized nature of the internet, bad actors have increasingly taken advantage of unwitting users, and attacks continue to increase – hacking tools cheaper/hackers more professional
Cyber is unique and does not fit nicely into the “All Hazards” paradigm of emergency preparedness/management – requires unique planning and response, and therefore presents certain challenges.

Today we are going to talk about a fundamental communications challenge that exists within nearly every organization – then we will move to a general discussion of how cyber exercises can help address this critical challenge, and conclude with an analysis of several key trends that we are seeing within organizations that have been revealed through cyber exercises. 



Underlymg Challenges

How can an organization effectively balance traditional
Incident response needs with those necessitated by a
cyber intrusion?

= How can an organization ensure a robust cyber incident
response capability when faced with limited security
resources?
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Does Incident Management System work for cyber?
What response resources are required to address a cyber event?
Does your organization have a plan in place that specifically details how to response to cyber a cyber breach?



Good IT Is a given

= |T staff are key to effective cyber response:
* Play mission-critical role in cyber incident response
= Traditional “first responders” to a cyber breach

» Possess the technical “know-how” to respond to and
contain the immediate impacts of a breach

= However, good IT is only one piece of the response puzzle.
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IT staff members are the backbone of organizational critical IT asset management, but once such assets are disrupted, this becomes MORE than an IT problem…An organization’s IT team should serve as the primary clearinghouse for cyber threat, vulnerability, and incident information across an organization. 


The I'T Communications Gap

* |T management alone of a cyber incident is not the key
to an effective “whole organization” response — must
have robust communications across the organization:

= Example: Sony PlayStation3 breach — took 6 days to warn
customers of “potential” breach of personal
Information/credit card data

* Told customers passwords were stored in database as
unencrypted and did not fully explain (until much later)
that stolen passwords were hashed — could IT, external
affairs, and the rest of the organization have
communicated more effectively with one another?
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Cyber Incident Management Team

= |T staff must work closely with other
key organizational entities to
guide/inform effective incident
response.

= How can this coordination be
defined, practiced, and
formalized?
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Where many organizations succeed in implementing the technical solutions necessary to mitigate the effects of a cyber incident (e.g., patching systems, conducting forensics, analyzing malware, and updating anti-virus software) some fail to appropriately manage the “whole organization” response to a cyber event, which requires close collaboration and information sharing between IT staff and the broader response elements of an organization.



Cyber Exercises: A Proven Tool

= Cyber exercises help organizations:

= Prepare for current threats, emerging vulnerabilities, and
direct/indirect impacts associated with a cyber attack

= Reveal organizational, policy, and operational
gaps/overlaps

= Encourage joint action and collaboration across a wide
range of internal and external stakeholders

= Not a question of “if” but “when” — practice how you fight!
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Cyber exercises are an essential tool for organizations to evaluate their cyber incident preparation, mitigation, response, and recovery capabilities. 
The exercise environment allows stakeholders to simulate real-world situations, to improve communications and coordination, and to increase the effectiveness of broad-based critical infrastructure protection capabilities – all absent the consequences of real cyber event.


Cyber Exercises: Types

Full-Scale

Functional

Drills

Tabletops

Workshops

Seminars

Planning/Training
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Discussion-based vs. Operations based – dividing line is at “Games/Drills”, which are a combination of the two.  
As you move up the ladder – complexity and thus planning time/required resources and required manpower increases.  So too will cost likely increase as you move up the ladder.�


Do we exercise? If so, how?

u MOSt Organlzations d_o CondUCt Cyber exerCiseS, fivtee1o100111010101010111100001 11000

O11101010100000111111000111010001101

but what types? e o
. . . pro100e100111110100001110101810000011

= Technical in nature — solving an IT problem e
. . . prodp100111110100001110101 01000001111

= Contain the breach; analyze the malcode; s
perform forensics — reinforce training it

U011 0011101010101011110100101001

= Test defined response plans/protocols/ st
0011101010100000111111000111010001101
procedures i

. o . O110110010100001110101011011000111008
" Business Continuity Plans; Crisis Response  fiiaiimmiig
0011101010109000111111000111910801101

Frameworks — function/division specific 00001110081001110111001100111018101

s i
= Good, but these “exercises of validation” are S
not all-encompassing.
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If an organization does conduct regular cyber exercises, such exercises are typically wholly technical in nature, primarily involve IT staff, and are mainly “exercises of validation” –  i.e., exercises used to assess the effectiveness of existing plans, procedures, and protocols.  


Essential Tool: “Exercises of Discovery”

= EXxercises of “discovery”:

» Seek to involve the broader response elements of an
organization

» Address not only the technical mitigation of a cyber attack
but also key internal and external communications
processes

= Forge response relationships, communications channels,
and help define response roles

» |dentify capability gaps and areas for improvement
* |Inform strategic planning and security investment
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Organizations must continue to conduct “exercises of validation” in addition to “exercises of discovery”, which seek to involve the broader response elements of an organization (e.g., external affairs, senior leadership, human resources, legal, business continuity) in order to address not only the technical mitigation of a cyber attack but also key internal and external communications processes.  

Exercises of discovery also forge vital response relationships; establish clear communications channels across an organization; help define incident response roles; identify capability gaps and areas for improvement; and inform strategic planning and security investment. 
 


So what are we discovering?

What are the main organizational
trends that we see revealed through

cyber exercises ?
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So you might ask – “What are we discovering??” 
Throughout the course of CEP’s engagement in cyber exercises with the preparedness community, a number of key observations, good practices, and persistent challenges have emerged…" 


Trend 1. Cyber Information Sharlng

= |T should be the primary clearinghouse for
cyber threat, vulnerability, and incident
iInformation.

= However, information received by IT is not
always shared with the broader response
elements of an organization

= |T staff must be able to effectively
communicate:

= Cyber risk — realized/potential impacts
= Recommended courses of action

= To senior leaders, external affairs, legal, etc.
—all in understandable terms
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Additional for last bullet – “This communication must be ongoing during a cyber incident and occur at regular established intervals as part of an organization’s incident response “battle rhythm.” 


Trend 2: Command and Control (CC)

= QOrganizations typically implement adequate CC
mechanisms for internal cyber incidents.

= However, when involving external entities in cyber
Incident response — e.g., law enforcement,
state/government agencies, other sector partners/third-
party security vendors:

= CC can often become overly complex and lack clear
definition.

= Qrganizations must strive to clearly define incident command
roles and responsibilities associated with small, medium, and
large-scale cyber attacks.
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Additional for last bullet: “Orgs must work with outside entities on a regular basis (perhaps through exercises) to clarify how incident command roles and responsibilities may shift as a cyber incident evolves/escalates“


Trend 3: Internal/External Comms

= |T and continuity often do not collaborate closely with
one another on a regular basis — resulting in an
uninformed perception of the other’s roles/available

resources that can be leveraged during a cyber incident.

= |T and external affairs must communicate effectively
during a cyber incident — these channels ensure
customer messaging is timely, accurate, and intelligible.

» |T and legal department must communicate effectively
regarding any legal implications/restrictions involved in
cyber incident response.

=
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Additional for last bullet: “e.g., hiring a third-party vendor to help support incident response or providing an infected client server to law enforcement for forensics.”



Trend 4: Cyber Training and Educatlon

» Biggest challenge orgs face: lack of user
awareness and cyber-ed.

= While many orgs do conduct some form of
cyber awareness training for employees,
this training Is often:

* Infrequent (i.e., only for “new-hires” or on
an ad-hoc basis)

= Lacking in current/relevant material

= Non-mandatory — resulting in poor user
retention or general lack of awareness
among employees.

= One solution: Involve employees in a cyber exercise!
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Additional for last bullet: “Cyber exercises are an effective tool for educating staff on different cyber attack strategies/vectors employed by bad actors, the potential impacts of a cyber event, and the mechanisms for sharing observed suspicious information/cyber activity within an organization.” 


How do | plan a cyber exercise?

What are the main considerations for
planning a cyber exercise at my

organization?

g/, Homeland

-

“% Security

&

16


Presenter
Presentation Notes
Throughout the course of CEP’s engagement in cyber exercises with the preparedness community, a number of key observations, good practices, and persistent challenges have emerged…" 


Cyber Exercises: Planning Considerations

= Planning requirements depend on exercise type, scope,
and determined objectives.

= At the organizational level, successful planning
typically requires several weeks to months

= Qrganizations should form an exercise design team:

= Comprised of key incident response elements (e.g.,
IT, legal, HR, external affairs, crisis management,
senior leadership)

= Meet regularly to develop and reach consensus on
exercise goals and objectives, exercise scenario,
participants, and exercise logistics
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Cyber Exercise: Scenario Development

= Scenarios should be realistic, grounded in exercise
objectives, and should drive exercise discussion/action
among all players.

= QOrgs need not spend an exorbitant amount of money to
make an exercise interactive, “entertaining”, or highly-
operational.

»= A successful exercise often involves a half or full-day,
facilitated “tabletop” discussion among a diverse group
of key organizational players.
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Cyber Exercises: Common Challenges

= Resource Constraints...

= Effective cyber exercises can be done with little or
no cost to an organization

= Senior Leader Buy-In...

= Unfortunately, cyber threats are often not given due
consideration until a significant incident occurs

= Design the exercise to serve as the guiding
component of an organization’s regular business
Impact/risk analysis process

@ Homeland
X Security

19



Cyber Exercises: Common Challenges

» Lack of Exercise Subject-Matter Expertise...
= Not rocket-science/Call CEP!

= Nobody is avalilable to participate?
= |f senior leaders buy-in so will others

= “We never learn anything from exercises...”

= Then you are not conducting the right type of
exercise. Exercises should be challenging, thought-
provoking, even uncomfortable at times.
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Building a Culture of Exercising: CTEP

» QOrganizations should establish a Comprehensive Training
and Exercise Program (CTEP) to ensure cyber exercises
continue on a regular basis, key outcomes are documented
and improvements are made. S

= CTEP has four distinct phases:
= Plan
* Train
= EXxercise
* Improve

* [t's a continuous process!
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How can CEP Help?

= CEP works closely with Federal, state, local,

International, and private sector stakeholders to provide:

» Design, execution, and evaluation support for both
discussion-based and operations-based cyber exercises

» EXxercise planning and facilitation, scenario and injects
development, after-action analysis, and overall cyber
exercise design consultation

= | LIS.gov CEP page — wealth of cyber exercise resources
= CEP Cyber Scenario Sampler and SitMan Library

= Critical Infrastructure TTX in a Box (Chemical, Health,
Critical Manufacturing so far)

= Joint CSEP TTX in a Box — Post CSEP Assessment *
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We can teach you how to fish!
We have supported exercises in the past with  State of Maryland, Delaware, Florida, Clark County - Nevada, Maine, Washington State, European Union members, Canada – to name a few – we have experience…
In the past year, we have delivered cyber threat briefings to homeland security professionals in over 15 states through our Resilient Accord partnership with FEMA National Continuity Programs 
We work hand in hand with our nation’s cyber defenders on a daily basis – so we know what threats you should be worried about
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Conclusion/Wrap-Up

Questions?
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Key Takeaways:
There is fundamental IT comms/response gap in most organizations.
Cyber exercises can help reveal and close this gap
Cyber aspects should be included in every organizational exercise you do:
Table-top discussions are highly effective – exercises don’t have to be glamorous or costly
Get your IT folks working together with you EM and Continuity folks on regular basis (a crisis is not the time to exchange business cards)
Contact us if you need help!





DHS Cyber Exercise Points of Contact

‘ Bridgette Walsh

Deputy Director, CEP
National Cyber Security Division
bridgette.walsh@dhs.gov
703-235-2887

Cyber Exercise Program

National Cyber Security Division
CEP@DHS.gov

SRARTA

e, Homeland
X Security


mailto:CEP@DHS.gov�

