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Cyber Warfighting Paradigm
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(Battle Management)

Top Priority:  Integrating Offensive and Defensive Ops



Vulnerabilities & the “OODA” Loop
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C2 capabilities provide the ability to recognize what needs to be done
in a situation and to ensure that effective actions are taken.



Competing Interests in Vulnerability Reporting

 Protection Capabilities—that defend forces and U.S. 
territory from harm.

 Battlespace Awareness – capabilities of commanders 
and force elements to understand their environment 
and the adversaries they faceand the adversaries they face.

 Command & Control Capabilities – that exercise 
authority and direction over forces to accomplish a 
mission.

 Force Application Capabilities – to engage adversaries 
with lethal and non lethal methods across the entirewith lethal and non‐lethal methods across the entire 
spectrum of conflict.
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Criticality of Vulnerability Remediation

AFCERT Findings

Real‐Time Alerts

Suspicious Connections

Suspicious Events

Threats
Validated Validated Incidents:

Malware
User‐Level 
Root Level

~25% TCNO failures

‐ Patches/Updates not done

‐ Poor permission settings

D f l k d‐ Default or weak passwords
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Vulnerability Disclosure is only the first step in averting an Incident/Attack.



Vulnerability vs Risk

Real‐Time Alerts

Suspicious Connections

Suspicious Events

Threats
Validated

 Threat—any circumstance or event that 
can potentially harm an IT system

 Vulnerability—a weakness in an IT
Root Access

Vulnerability a weakness in an IT 
system or its components that could be 
exploited

 Risk = Vulnerability + Threat
 Without a threat, is there still Risk?

1 = 1 + 00

or

0 = 1 x 0 ?
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The key to determining risk associated with a vulnerability is the presence of a The key to determining risk associated with a vulnerability is the presence of a 
threat with motive and knowledge of the vulnerabilitythreat with motive and knowledge of the vulnerability——not  just capability to attack.not  just capability to attack.



DoD Vulnerability Reporting Preference

 Coordinated Vulnerability Disclosure (CVD) 

P h f l i b l bili i– Prevents threats from learning about vulnerabilities

– Easier because DoD owns/maintains its own networks 
• NIPRNet, SIPRnet, JWICS

• DoD can correct problems via classified communications

• Lead times for patching are minimized

• Asset owner/operator concerns are salient

– Allows discrete manipulation/remediation of vulnerabilities
• Extends longevity of weapons development investment

• Supports integration with other weaponsSupports integration with other weapons

• Preserves/protects intelligence sources

– Researcher recognition and attribution is largely internal or not 
important
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important



Benefits of Non‐Public Disclosure

 Denial of Operations Support to our enemies

 Intelligence gathering

We’re 
outgunned, 
starving, and 
free ing Intelligence gathering

 Facilitates allied Operations Support

– Damage assessment

freezing… 
anybody wanna 
tell the Brits?

– Use to establish popular support

– Integration with other weapons

 Facilitates remediationFacilitates remediation

– Allows full diagnosis of problem by vendor

– Allows full testing across multiple platforms

– Recognition and attribution of research is 
accompanied with service to your country
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Need for New Laws and Treaties

 Need to facilitate Attack Attribution & Retribution

– Prosecution is a valid deterrent

– Counter‐attack is better deterrent

 Concepts for limiting cyber attacks will mitigate Risk 
by reducing the number of threatsby reducing the number of threats

– Exemptions (children, elders, the unfit)

– Conventions (time, place… “Geneva”)

– Rituals (most important)

• Defines the nature of combat

• Provides for cessation of hostility once the• Provides for cessation of hostility once the 
ritual has been performed  (ex. No shooting 
at ejected aviators)
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Vulnerability Reporting will Change Over Time

 ICS Cyber Defense  
— Today:  focused on “trip‐wires,” forensics & 

incident response,  & remediation of known 
vulnerabilities

“ f ”— Tomorrow: anticipatory “active defense” using 
“adaptive security” with rapid ROE‐governed 
response

 ICS Cyber Attack/Exploit 
— Today:  not fully integrated with C2 Operations

Tomorrow: Seamless integration of full— Tomorrow:  Seamless integration of full‐
spectrum ops
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Vulnerability disclosure is not a stand‐alone process; rather, it is a vital component in 
a much larger operation.



Conclusions

 Effective and appropriate Vulnerability Disclosure addresses 
and balances these priorities:
1. National Security

2. Physical Safety

3. Legal Liability

4. Service to the Public/Customer

V l bili di l h ld d i d lib di i i Vulnerability disclosure should drive deliberate remediation in 

the best interest of the public, not the discloser.
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“Know your enemy and know yourself and you can fight a hundred battles without 
disaster… Sun Tzu.”


