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Owl Computing Technologies

 Founded 1998 -- US owned & self-funded

Owl Computing Technologies

 Business philosophy
Products, not projectsProducts, not projects

 Over 1,200 security solutions deployed

Power Gen (fossil, hydro, nuclear); process control, etc. 

US DoD, Intel & US civilian agencies 
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Customer Case Studies
• Utility customers

– Single solution protecting 22,000 critical assets to allow orderly and 
controlled updates.

– Single solution consolidating 29 point to point links.
– Remote monitoring saves effort in maintaining systemsRemote monitoring saves effort in maintaining systems. 

• DoD services provider
– Single enterprise system more than doubled capacity of entire 

organizations capacity. 
– Provided a 50:1 footprint reduction of classified assets for customers 

requirements

• Intelligence services provider
S l d O l C i h f d f id f h d– Selected Owl Computing as the preferred transfer provider from head to 
head bake off competition. 

• DoD
– Consolidated video and file transfer solution
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Consolidated video and file transfer solution.
– Providing systems allows collect to be done in unclassified domains,

reducing classified footprints.



Security and Reliability
in Control Systems Operations

It’s not just about IT, and it’s not just 
about compliance It’s aboutabout compliance. It s about 

 Cyber Security,y y

 Reliability,

 Availability of systems.

The definitions of success for the above are 
different for O and IT systems. 
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This is what IT operations would like to have.
To support this, IT support processes need be applied to OT support?

Can 24/7 OT operations survive frequent routine upgrades as IT supports? 
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Security standards are requiring
f f f fone or more of the following features in perimeter defenses

 Hardware enforced unidirectional data flow Hardware enforced unidirectional data flow
 Non-routable packets across the boundary

True IP protocol break True IP protocol break
 Role based management of the security device

D t il d l i d diti t l Detailed logging and auditing tools
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Other features in electronic perimeter defenses

 Electrical isolation
 Remote monitoring and management Remote monitoring and management
 Fiber optic transfer
 System volatility System volatility
 Operating system hardening

Data replay buffering Data replay – buffering
 Failover

R d d
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This is what security minded operations would like to 
see. With true physical isolation a policy of urgent 
system upgrades is not required This saves time
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system upgrades is not required. This saves time, 
resources and promotes scheduled maintenance. (ROI)
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Industrial Control Systems ChallengesIndustrial Control Systems Challenges

 Broad range of data types must be shared
SCADA, database historian, core monitoring, etc.

 Critical infrastructure must be protected Critical infrastructure must be protected

 Compliance with security standardsp y
& regulations must be achieved

p. 10Owl Computing Proprietary



Security and Reliability
in Control Systems Operations

O/IT Secure Communications
ICS Network

Monitoring

Remote
Screen
View

TCP/IP 
Applications

Database
Hi t i

UDP 
Applications

Historian
Replication

ICS
Monitors

Other
N t k

Electronic
Collaboration

File/Directory
Transfers

Historian
ICS Space Business Space Networks

Can be 1000’s of devices! Can be 1000’s of clients!One-way flow of data

File
Processing

Aggregated 
Sensor Data

This is what would logically satisfy both O and IT –
A one-way flow of non-routable data that is auditable and 

One way flow of data
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y
has role based management with absolutely no return flow.
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Hardware enforced unidirectional data flow 

• Send computer connects through LED transmitter p g
• Receive computer connects through optical receiver
• Originator of data initiates movement

T t N thi d i i ibl f d t t l k b k• Trust Nothing design - impossible for data to leak back
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Non-routable packets across the boundary

Destination
Pl tf
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IP Packet is self-routable: contains source, destination address 
We require a true point to point protocol
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True IP protocol break.

IP IP

Source
Platform

Destination
PlatformN

IP. IP.

NConvert Convert

Point-to-point protocol

When packets that cross the network boundary are 
converted to point to point packets.  This satisfies both 
the protocol break and the non-routable packetthe protocol break and the non routable packet 
requirements.  
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Role based management of the security device.
iaoadminsuperuser (root) 
creates/modifies user accountsfor CDS software installation

sysadmin
primary maintainer of CDS,

auditor
auditor manages log files

Console

The ability to support other multiple login roles
i dditi t Ad i R t

Console 
passive monitor of CDS health

in addition to an Admin or Root.
Some roles are restricted to only certain menu items. 
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Menu-driven Role Based Access & Control
• Role based use case access.

• No command line access for standard day to day operations. 

(Role Based Menus)

p. 16

(Role Based Menus)
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Detailed logging and auditing tools 

Here is shown the ability to remotely list and then browse log files of the 
Perimeter Defense system.
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Can processes of IT support be applied to OT support?
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Integrated Solution Engine
Demonstration of one-way transfer in a 1U enclosure. 

l d d h l l d l f bBlue and Red CPUs running Linux with Owl Dual Diode HW. Optical fiber 
connection and separate power supplies are internal to the enclosure.

D Forward data path Data 
Destination

Data 
Source
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Owl One-Way Transfer SolutionsMobile/Rugged
Tactical Solutions

Enterprise Solutions
Tactical Solutions

1U Integrated Solutions

O l C t ll d I t fOwl Controlled Interfaces
52/104/155Mbps

1.25/2.5Gbps
link speeds

p. 20

link speeds
All data types/formats
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A Cross Domain solution includes content examination as well as self 
protection beyond hardware enforced policies for transfers into the 

ti l d i
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operational domain.  
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Secure Acknowledgement Engine

• Based on US Patent 7,675,867 for a “One-Way Data Transfer System 
with Built-in Data Verification Mechanism.” 

• Can also provide secure “scanned” transfer to Operational domains.

Ack/Hash/Files

(Isolated Security Engine)

Ack/Hash/Files

Forward data path IT DomainOperational
Domain
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OPMS -- Owl Performance Management Service
 Global View of Monitored Systems Status

Monitor individual crossing, and multiple crossings
Status of individual data transfers

 Log File Monitor of Owl Applications
Errors noted from send-only & receive-only log files

 Application Support
All Owl applications
Custom application log files

 Browser-based Monitoring System
Supports Microsoft Internet Explorer  6+, Mozilla
User authentication data encryption

p. 23

User authentication, data encryption
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Multiple Systems Remote Management
Management of multiple CDS installations monitored in the cloudManagement of multiple CDS installations monitored in the cloud.
Enhanced capabilities of the OPMS system including filtering and integration of 

third party applications. 
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Customer Challenges
• Data volume velocity and variety are increasing• Data volume, velocity and variety are increasing

– Solutions require scalable HW channels, SW streams, multiple ports. 

• Multiple security domain work force
– Solutions need to work seamlessly for the enterprise regional and– Solutions need to work seamlessly for the enterprise, regional and 

operational environments.
– Legacy OS systems need to be considered.
– Legacy unix, aging microsoft systems interoperation.
– Role based menu operations.
– Performance monitoring.  

• Customer return-on-investment
– Solutions designed for reuse to reduce accreditation efforts and facilitate 

time-to site test and deployment.

• Increased Threats
Complementary HW/SW based solutions provide hardened confidentiality

p. 25

– Complementary HW/SW based solutions provide hardened confidentiality, 
integrity and availability. 
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Implementation Roadmap

 Identify all protocols and applications that traverse the 
domain boundary.

Through application logs and existing firewall settings.g pp g g g

 Create a test bed to insure security equipment functionality.
Tests for bandwidth, latency, peak loads, connection streams, etc.

 Consider redundancy and failover conditions

 Review general concepts with inspectors, as appropriatee e ge e a co cep s spec o s, as app op a e

 Deploy 
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We have seen total time of above steps from 6 weeks to 6+ months
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Summary
 The reason for cybersecurity recommendations is to maintain The reason for cybersecurity recommendations is to maintain

reliability and availability of the systems.
 Security standards have identified functions for security.

Hardware enforced unidirectional data flow Hardware enforced unidirectional data flow
 Non-routable packets across the boundary
 True IP Protocol Break
 Role based management of the security device
 Detailed logging and auditing tools

 Designing a Perimeter Defense means more thang g
domain isolation alone.

 The need for cost-effective monitoring & management follows
with successful deployment.
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Network PerimetersNetwork Perimeters
Secured by Owl ®

Thank youThank you

rmraz@owlcti comrmraz@owlcti.com
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In the Enterprise Core
At the Tactical Edge

Securing Network Perimeters – How Operations & IT Can Benefit

h i d li bili f i d i l l dThe security and reliability of industrial control systems are under 
stress.  A range of data types must be shared among diverse users 
outside the highly segregated control space.  Critical infrastructure 
must be protected from external threats.  Operators must comply p p p y
with security standards, from bodies like NIST, and contained in 
regulation (NERC-CIP, etc.).  As noted here, much of the discussion 
revolves around the impact these forces exercise on critical 
infrastr ct re from an IT perspecti e There is a telling case to beinfrastructure from an IT perspective.  There is a telling case to be 
made from a perspective that balances the needs of IT in protecting 
infrastructure networks AND the requirements placed on Operations 
(OT) to maintain continued reliable functions in the control space –
power gen, water management, transportation grid, etc.  This 
presentation highlights how satisfying the network protection and 
compliance tasks of IT can directly and cost-effectively assist OT in 
meeting its charter of optimal uptimemeeting its charter of optimal uptime.
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