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Owl Computing Technologies

a Ron Mraz, Ph.D. — Carnegie-Mellon
o Westinghouse, IBM Research

o President & CTO
12 patents, others pending
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Owl Computing Technologies

o Founded 1998 -- US owned & self-funded

o Business philosophy
Products, not projects

o Over 1,200 security solutions deployed

Power Gen (fossil, hydro, nuclear); process control, etc.

US DaD, Intel & US civilian agencies

reay |



NP
.« Owl Computing
¢ Technologies, Inc.

Customer Case Studies

Utility customers

— Single solution protecting 22,000 critical assets to allow orderly and
controlled updates.

— Single solution consolidating 29 point to point links.
— Remote monitoring saves effort in maintaining systems.
DoD services provider

— Single enterprise system more than doubled capacity of entire
organizations capacity.

— Provided a 50:1 footprint reduction of classified assets for customers
requirements

Intelligence services provider

— Selected Owl Computing as the preferred transfer provider from head to
head bake off competition.

e DoD
— Consolidated video and file transfer solution.

-
— Providing systems allows collect to be done in unclassified domains, %ﬁ"\

reducing classified footprints.



\®)
%\4( (1\11I (olm pufing
@._lechnologies, Inc.

It’s not just about IT, and it’s not just
about compliance. It's about

a Cyber Security,
o Reliability,

o Avallability of systems.

The definitions of success for the above are
different for O and IT system:s. .-
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O/IT Communications

Monitors Monitoring  gepjication

Applications
@ TCP/IP Remote _y
i ’ Applications Screen % f/ i 4
Database l f View 4 other
Historian JEA S o Netorks

= cS Space Business Space

File/Directory

Transfers E .
4 | Electronic
. Collaboration
Aggregated File
Sensor Data Processing
Operations domain. Information Tech Domain
Can be 1000’s of devices! Can be 1000’s of clients!

This is what IT operations would like to have.
To support this, IT support processes need be applied to OT support?
Can 24/7 OT operations survive frequent routine upgrades as IT supports? _ - =

o
s
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Security standards are requiring
one or more of the following features in perimeter defenses

o Hardware enforced unidirectional data flow

a Non-routable packets across the boundary

o True IP protocol break

o Role based management of the security device

o Detailed logging and auditing tools
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Other features in electronic perimeter defenses

o Electrical isolation

o Remote monitoring and management
o Fiber optic transfer

o System volatility

a Operating system hardening

o Data replay — buffering

a Failover

o Redundancy \ﬁ_‘aﬁ \
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O/IT True Security Separation
ICS Network L
ﬁ % ;& TCP/IP Remote E’
Applications Screen ﬂg f? 4
Database / 4 View | Other
Historian C |C@e _ Busrirhgssﬂsirpr)réce Networks
File/Directory ] Alr Gap =
ransiers 4 ‘ | Electronic
88 % . Collaboration
Aggregated File
Sensor Data Processing
Operations Domain IT Domain

This is what security minded operations would like to
see. With true physical isolation a policy of urgent
system upgrades is not required. This saves time,

sm“““ﬂ\
resources and promotes scheduled maintenance. (ROI) \gv]/\.)
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Industrial Control Systems Challenges

o Broad range of data types must be shared
SCADA, database historian, core monitoring, etc.

a Critical infrastructure must be protected

a Compliance with security standards
& regulations must be achieved

Owl Computing Proprietary \/<:\
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O/IT Secure Communications

ICS Network

UDP Historian
Appllcatlons Monltors Momtonng Repllcatlon
TCP/IP Remote
Applications Screen % &
Database View Other
Historian N k
ICS Space Busmess Space etworks
File/Directory ]
Transf
ransiers E I E Electronic
e . Collaboration
Aggregated File
Sensor Data Processing
? . .
Can be 1000’s of devices! One-way flow of data Can be 1000’s of clients!

This is what would logically satisfy both O and IT —

A one-way flow of non-routable data that is auditable and .~
i st |

has role based management with absolutely no return flow.  7gse® WL
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Transfer

« Send computer connects through LED transmitter

 Receive computer connects through optical receiver

 QOriginator of data initiates movement

 Trust Nothing design - impossible for data to leak back ‘/‘;“'r-\
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Non-routable packets across the boundary

0 4 8 1€ 13 )
Version IHL Type of Servize Total Length

dentification Flags Fragment Cffset

Proia Hander Checlisum

Source |P Address
Dastiraticn IP Addrass

Ootions Padding

Time To Live

————\
Destination
Platform
Source
Platform
.
IP Packet is self-routable: contains source, destination address \ﬁé‘“ \

We require a true point to point protocol \@}‘:’\
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True IP protocol break.

- . [

— N
Source Destination
Platform Convert » | Convert Platform

Point-to-point protocol

When packets that cross the network boundary are
converted to point to point packets. This satisfies both

the protocol break and the non-routable packet -
‘ .
requirements. \ﬁ&‘ \



A8 | o [ [ ][]
% D Owl (omRuImg | ecurity and Reliability
%@Technologles, Inc N " inControl Systems O

Role based management of the security device.
superuser (root) laoadmin
% for CDS software installation % creates/modifies user accounts

V4 AN
\
N

auditor % sysadmin
auditor manages log files primary maintainer of CDS,

Console
passive monitor of CDS health

. =

The ability to support other multiple login roles
in addition to an Admin or Root. ‘ﬁ‘aﬁ \

Some roles are restricted to only certain menu items. \g\“/")
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Menu-driven Role Based Access

e Role based use case access.

& Control

e No command line access for standard day to day operations.

R

+4 MAINTENANCE MODE (BLUE) ##
B HHH A
£ IAOADMIN TASKS i
4 CDS HEALTH MENU i
- +H
## 1. Disk Usage +¥
## 2. Virtual Memory Statiztics +4
## 3. Verify System Time F4¥
## 4. Verify Network Connections +4#
## 5. Verify CDS Status ¥
## €. Examine CDS Logs ¥

R e s +4
## 7. List Send Files 23
At S S
## M. Return to Main Menu +#
## X. EXIT ¥
FHEEEE A E A

Make your selection:

FEEEFE R A R R R R R R

¥ MAINTENANCE MODE (BLUE) ##
T
## IACADMIN TASKS ##
# ##
## 1. CDS Version Number E£3
## 2. CDS Health ##
## 3. CDS Mode Changes 4
£33 4. System Management 4
i Audit Log Management E23
#########################################
## x. EXIT FH

FEEFFHHE RS R R R

Make your selection:

FEEFREE AR R AR R R
## Examine Current CDS Logs (BLUE) +4

## 23
## 1. dd send2500.log ##
##% 2. tcpfileserver.log kx4
#%# 3. owlPostProcess.log 4%
#% 4. owlProblemProcess.log ##
## 5. Scanning logs E£3
E i ]
#%# M. Return to Main Menu ##
## X. EXIT ##

FEEHH R R R RS R R R R

Make your selection:

(Role Based Menus)

FEEHE RS R R R R R

t# MATINTENANCE MODE (BLUE) ##
FEEHH SRS R
# AUDADMIN TASKS H
## ##
## 1. CDS Version Number E2 3
## 2. CDS Health E31
## 3. CDS Mode Changes ¥4
## 4. System Management ¥
FEER R AR H AR A e
## X. EXIT ¥#

FEEFFHEEFHEES AR b
Make your selection:

FEEF R R R R R R

+# MAINTENANCE MODE (BLUE) ##
FHEHE RS R R
#H IAOADMIN TASKS +H
i CDS HEALTH MENU 4
## 4
#%# 1. Disk Usage 4
#% 2. Virtual Memory Statistics E23
## 3. Verify System Time ¥
## 4. verify Network Connections E23
#f 5. Verify CDS Status ¥4
## 6. Examine CDS Logs E23
E21 ¥4
## 7. List Send Files E23

FHEF SRR R A R R
##%# M. Return to Main Menu ##
## X. EXIT ¥+
FEEFEEHHH AR

Make your selection:

@\“"
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DFTS Filrered Log Events
Date Time Filename Error Details

[T q203-test.clat tVadPacket Type: inwalid packer- FACE, bytesread = 144

03/05-10-9%-19 g300mb._ dat data recetwe thmeout (Duration = 00:00-004, Philout = 10810

0008 909928 4300mb. dat FiaStzen: Expc 104,577 800, Accurn: 173,504,064

115081018 p0OmE. dat {R2OR, ABORTED recetend NEW SeartOdmag, Current PlaCount = 8054

LFTLERTS -5 1200-tenn. dat [RE08, ABORTID ... recetvmd MW SeartOfNg, Corrent PhaCount = D4

archive: 1 days

11/15-19-0800 JR00-nindat Wl EFar SRS Recebvad Ron- Aabides Dulfer, PRaType: OFFD (DATA |, bytad_received: 16272 archdir: [!amort!huu!wl!lcqs!ar\CMWI

11015190931 1200 tet_dat waaitForStartPacket: Recebeed non-hesder bulter, PitType: OFFD (DATA |, byies_received: 16172 ¢ filter : [/export/home/owl/logs/dd send-?2222722-232272-227.10g]

[T R LR Q00 dat dats reciten Himeoot [Duration 000200}, PitCouwe « 4748 rrentTime = 2011-02-10 00:00:00

LlterTime = 2011-02-09 00:01:00

S Pihn Fiiiont B 24, L0 e W, T hiving [/export/home/owl/logs/dd_send-20110208-153558-000. og]
g wvesrsws— ot Chiving [ /export/home/owl/logs/dd send-20110208-235958-000.1og]
02/10-00:00:00 logs_CheckArchivelist: Humber of Files Found = 4
02/10=-00:00:00 J.uqs_cnecl.hruuwl.ut; Humbar of Files Archived = 2
02/10-00:00:00 Sent: 314,617,920 (29.30%) Rate: 40.706 (MB/s) Dur: 00:00:02 BF: 134 BFW: 0 DW: 0.03/1 msec FR: 0.03/1
BieC
02/10-00:00:03 Sent: 419,450,560 (39.07&) Rate: 40.706 (MB/s) Dur: 00:00:03 BF: 135 BFW: 0 DW: 0.05/1 msec FR: 0.04/1
msec
02/10-00:00:03 Sent: 324,363,200 (48.84%) Rate: 40.939% (MB/s) Dur: 00:00:02 BF: 134 BFW: 0 DW: 0.05/1 msec FR: 0.04/1
msac
02/10-00:00:08 Sent: 629,235,840 (58.60%) Rate: 40.623 (MB/s) Dur: 00:00:03 BF: 135 BFW: 0 DW: 0.05/1 msec FR: 0.04/1
maec
02/10-00:00:10 Sent: 734,108,480 (68.37%) Rate: 40.872 (MB/s) Dur: 00:00:02 BF: 135 BPFW: 0 DW: 0.05/1 msec FR: 0.03/1
mseaC
02/10-00:00:13 Sent: 838,981,120 (78.14%) Rate: 40.739 (MB/s) Dur: 00:00:03 BF: 134 BFW: O DW: 0.03/1 msec FR: 0.04/1
msec
02/10-00:00:15 Sent: 943,853,760 (87.90%) Rate: 40.756 (MB/s) Dur: 00:00:02 BF: 133 BFW: 0 DW: 0.05/1 msec FR: 0.04/1
msec
02/10-00:00:17 Sent: 1,048, 726,400 (57.67%) Rate: 40.722 (MB/s) Dur: 00:00:02 BF: 134 BFW: 0 DW: 0.05/1 msec FR: 0.04/1

o
Here is shown the ability to remotely list and then browse log files of the sm“““’\
Perimeter Defense system. i @\N
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Operational Isolation

Monitors Monitoring  gepjication

Applications

§ k TCP/IP Remote E’

= ’ Applications Screen ﬂg f? 4 K

Database ﬂ l ﬂ 4 View N Other

Historian s 7 Networks
I I I I Business Space

_ICS Space

File/Directory

DualDiode®

Transfers .
4 . Electronic
e . Collaboration
Aggregated File
Sensor Data Processing
ﬁ
Can be 1000’s of devices! One-Way Flow of Data Can be 1000’s of clients!
Can processes of IT support be applied to OT support? .~
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Integrated Solution Engine

Demonstration of one-way transfer in a 1U enclosure.

Blue and Red CPUs running Linux with Owl Dual Diode HW. Optical fiber
connection and separate power supplies are internal to the enclosure.

Linux R
—_cry WLL}H 1

TECHHOLDGY
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Source
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mobile/Rugged  OWI One-Way Transfer Solutions

Tactical Solutions:

Enterprise Solutions

Owl Controlled Interfaces

52/104/155Mbps
1.25/2.5Gbps
link speeds L
)\
All data types/formats \ﬁé \
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Point-to-point Secure One-Way Transfer

VT

DualDiode® Internetwork

Operations
Source Destination
Firewall _T Facing Facing T_ Firewall
IDS IDS
Protocol Protocol
Proxy Proxy
Data Format Exgﬁ?ﬁgﬂln | Maware Data Transfer Data Transfer Malware Exacr?]?r:zggn | DataFormat
Check : Scan Application Application Scan ; Check
Re-formatting . - Re-formatting

Connection

A Cross Domain solution includes content examination as well as self
protection beyond hardware enforced policies for transfers into the
operational domain.

—-“"‘-=
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Secure Acknowledgement Engine

e Based on US Patent 7,675,867 for a “One-Way Data Transfer System
with Built-in Data Verification Mechanism.”

e (Can also provide secure “scanned” transfer to Operational domains.

(Isolated Security Engine)

Ack/Hash/Files Ack/Hash/Files

D1 SECURE ACKHOWLEDGEMENT ENGINE

SECURITY
EHGINE

Operational
Domain
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OPMS -- Owl Performance Management Service

a Global View of Monitored Systems Status
Monitor individual crossing, and multiple crossings
Status of individual data transfers

a Log File Monitor of Owl Applications
Errors noted from send-only & receive-only log files

o Application Support
All Owl applications
Custom application log files

o Browser-based Monitoring System
Supports Microsoft Internet Explorer 6+, Mozilla
User authentication, data encryption / ;

-4

s \
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Multiple Systems Remote Management

Management of multiple CDS installations monitored in the cloud.

Enhanced capabilities of the OPMS system including filtering and integration o
third party applications. Ny

Technologies; Inc.

Hostname: ecds-blue

Monitor Info

System ecds-blue

Overall TCP Summary

Total Active Sessions 1

Active TCP Connections (Last 10 Minutes) \N

3

ApD TPTS-BLUE-1 | |Total Bytes 763,136,254,040 1
A\ € First Diode Activity 01/04-11:21:55 | [Total Packets 13,422,723 | 192.168.252.191 2500 0 2245572
L ) i . Ok Totat Errors o | azrond|eo0 | erl ]
Owl Computing
Technologies’ | OWL PERFORMANGE MANAGEMENT SERVIGE
_lecnnologies, Inc. ResetView | ViewLog | View Errors |
|
TCP Receive Data Status |
Sal |
gUashboard, Setup  Admin Time:  AZ% %e%%  j0s762 IP: 127001  Bytes: 49,080 Rate: 0039  Duration:  00:00:01 b 4 ||
|
|

Systemds = || Appis = Type:

©2009 - 2010 Owl Computing Technologies, Inc.

B
—
;*_; O - =

Status Systom Card App Type  nstnce  TolsiFiles  Toad Bytes ‘l"l’.“""‘] I )
Ow| Computin
eods-blue 2500 urTS BLUE 1 & 41.010,433,140 .00 T I'I | P v 9 Hostname: ecds-red
echnologies; Inc.
ccds-blue 2500 DFTS BLUE 1 3516 1,884,791,590,151 “nar
HMonitor Info | Ten Minute Totals | Overall Totals.
" System ecds-red | Files Wﬂi Total Files 72162
o ecds-biue 500 TS BLUE 1 WA 122,585,963655 L Aee RFTS.SERVER-1|  [File Bytes 1,048,403, 580 757,497,239,220
Status 0% Mg lerors
ecds-blue 2500 RFTS CLIENT 1 115939 121,940,553,998 [E2] !‘ L}
cods-blue 2500 SYSLOG BLUE 1 i [] Ni& Reset View |  View Log | View Errors
ocds-red 2500 urTS RED 1 Lo 43,069,278,118 o.000 File Transfers Average Rale (MBytesis) | Active TCP Connections (Last 10 Minutes)
1P Port SessCnt Chan Sess  Total Bytes
ecde-red 2500 DOFTS RED 1 3606 1,478,360,796,772 49.35 _-_g!_—_
ecds.red 2500 TPTE RED i A 122 375,757 558 L] 4 I I I
ecds-red #500 RFTS SERVER 1 11881 124,835 488 060 840
- — Time (Last 10 Minutes| Tima (Last 10 Minutes)
File Transfor Activity: | I RROR
Inisi Time: | 02116-142248 | Current Time: | 02(18-14:22.48 Size (bytes): 27,533

24
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Customer Challenges

 Data volume, velocity and variety are increasing
— Solutions require scalable HW channels, SW streams, multiple ports.
e Multiple security domain work force

— Solutions need to work seamlessly for the enterprise, regional and
operational environments.

— Legacy OS systems need to be considered.
— Legacy unix, aging microsoft systems interoperation.
— Role based menu operations.
— Performance monitoring.
* Customer return-on-investment

— Solutions designed for reuse to reduce accreditation efforts and facilitate
time-to site test and deployment.

* |ncreased Threats

— Complementary HW/SW based solutions provide hardened confidentialit '\
integrity and availability. kﬁ"\

o=
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Implementation Roadmap

o ldentify all protocols and applications that traverse the

domain boundary.
Through application logs and existing firewall settings.

o Create a test bed to insure security equipment functionality.
Tests for bandwidth, latency, peak loads, connection streams, etc.

a Consider redundancy and failover conditions

o Review general concepts with inspectors, as appropriate

o Deploy

.
reos? |\
We have seen total time of above steps from 6 weeks to 6+ months \%;W)—)
p. 26
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Summary

a The reason for cybersecurity recommendations is to maintain
reliability and availability of the systems.

o Security standards have identified functions for security.
- Hardware enforced unidirectional data flow
- Non-routable packets across the boundary
- True IP Protocol Break
- Role based management of the security device
- Detailed logging and auditing tools

a Designing a Perimeter Defense means more than
domain isolation alone.

a The need for cost-effective monitoring & management follows
with successful deployment.

—-“"‘-=



Security and Reliability

N9 )
é&é Owl Computing
.\‘*Technologles, Inc.

Network Perimeters

Secured by Owl®

Thank you

rmraz@owlcti.com
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Securing Network Perimeters — How Operations & IT Can Benefit

The security and reliability of industrial control systems are under
stress. A range of data types must be shared among diverse users
outside the highly segregated control space. Critical infrastructure
must be protected from external threats. Operators must comply
with security standards, from bodies like NIST, and contained in
regulation (NERC-CIP, etc.). As noted here, much of the discussion
revolves around the impact these forces exercise on critical
infrastructure from an IT perspective. There is a telling case to be
made from a perspective that balances the needs of IT in protecting
infrastructure networks AND the requirements placed on Operations
(OT) to maintain continued reliable functions in the control space —
power gen, water management, transportation grid, etc. This
presentation highlights how satisfying the network protection and
compliance tasks of IT can directly and cost-effectively assist OT in

meeting its charter of optimal uptime. @‘&“ \
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OPMS Sample Configuration
Send-only server Receive-only server

File User Data

OPMS Send OPMS Send

Log file UDP
Tail-read entries Log Data

Send and Receive activity =
reported from Receive side | receive

Log file Apache Web
replicate Web server| browser

Remote Monitor ‘ﬁ;ﬂ -“ \

Log file
entries Tail-read
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