Improving Security Operations

through the ES-ISAC

The ES-ISAC premise
and
Vuln Disclosure / Incident Coordination

Case Studies



Presenter
Presentation Notes
HI.  Representing the ES-ISAC its vision and its mission
New – been here 5 months.
Before that, secure ops at a big electric sector entity
2 Goals
Quickly overview ES-ISAC history and goals
Explain what the ES-ISAC is doing behind the scene
Not understood by the industry
We’re EEs and CISSPs.  We are not  good communicators
Generate appreciation for – something I didn’t have while I was within the sector
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The month | graduated high school

Presidential Decision Directive/NCS-63, May 22, 1998:

“...owners and operators of the critical infrastructures to strongly

encourage the creation of a private sector information sharing and
analysis center.”

“Such a center could serve as the mechanism for gathering, analyzing,

appropriately sanitizing and disseminating private sector
information to both industry and the NIPC.”

...Under such a model, the ISAC would possess a large degree of
technical focus and expertise and non-regulatory and non-law
enforcement missions. it would establish baseline statistics and
patterns on the various infrastructures, become a clearinghouse for
information within and among the various sectors, and provide a
library for historical data to be used be the private sector”

“Critical to the success of such an institution would be its timeliness,
accessibility, coordination, flexibility, utility and acceptability.”

* http://www.fas.org/irp/offdocs/pdd/pdd-63.htm
-ES—ISAC (who)
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Presenter
Presentation Notes
To gain some perspective – milestone 1
Presidential Decision Directive 63
Pres Clinton called for creation of ISACs in 1998
Milestone 2
ES ISAC formed in X
Focused on electric reliability
Milestone 3
Critical Infrastructure became relevant in X
Recognition that ES-ISAC should be CISSP not EE
Milestone 4 
But oh crap, in 2007 we became regulators�
Milestone 5 
Now.
Regulatory Chinese wall
Determined focus on not receiving information
But also sharing
And analysis
Of information
WHY?



The Bad Guys

e Sustained Offensive Operations at a constant rate
necessitate industry participation in sharing and analysis at
a much higher level than when | graduated high school.

e Owner/operators don’t necessarily have sustained
defensive operations or visibility

e The ES-ISAC’s goal is to fill the gap

Hactivists, criminals, nation states

-ES—ISAC(WhV)



Presenter
Presentation Notes
All bad guys have moved to a model of sustained Ops
Anon – for the lulz
Criminal organizations and economies – RBN, TDL, etc  -- for the profits
Nation states – for the advantage
How can an industry which few members have sustained ops keep up? 
It can’t.
Solution – PDD 63 was on to something
Lets create a centralized sustained op that can have wide visibility
Need more than that.
Public/private partnership
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Economics of sharing

Metcalfe’s Law: Value of a telecommunications network is proportional to
the square of the number of connected users of the system (n?).

Value through participation
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Presenter
Presentation Notes
Let’s pretend we’re a communications medium – not far from truth
 Metcalfe – one of founders of Ethernet
Value of network is the square of the number of connections
The trick is participation
We need ‘connections’ or participating folks for not just regulatory events but minor to major IT events which 
Needs Consistency
Just 10 consistent participating entities generate instant value
Instantly a win
Imagine that!  10 energy sector individuals in this room could drive security operations for the entire industry
Can’t imagine 100
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Attack Kill Chain™* versus BPS

IT IT IT ICS

ES-ISAC’s goal is to stop attacks before These campaigns require some level of
they progress towards exploitation. sustained industry operation

. E S — I S A C (Why) * tinyurl.com/3uepqs5


Presenter
Presentation Notes
We want to generate value (eg, security) 
Through Limiting Impact
Through Preventing Attacks
Kill chain
Mike CLoppert at LM (see paper)
Model that outlines attack sequence
Disrupt any part of the sequence and the attack fails
We want to move disruption to the far left or beginning sequence
Both prevents attacks
Limits impact
Note the attack surfaces for each sequence
Can’t have tunnel vision
Corporate systems matter
Recon matters
Targeted attacks matter
Data exfil matter
Your CEOs laptop matters
If such information is shared
Awesomeness abounds
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Case Study #1

ES-ISAC i.

-ES—ISAC(hOW)


Presenter
Presentation Notes
Friday afternoon – because that’s how it always works out
Industry member (Bravo) receives a memo from a partner (Alpha).  
(red arrow – kicks off the event)
Indicators of compromise
They detect these IOCs in their environment spread across 4 workstations
Initiate incident response plan
They provide us the memo
Bravo contacts ES-ISAC stating the above 
Acknowledging they may not be the only ones impacted
Roughly 6 hours into their IR activities
ES-ISAC is familiar with Alpha.  We contact them for additional info
We also know one of their partners – Foxtrot – we engage them as well
All of this is an attempt to identify the potential scope
Combination of Bravo’s help and Foxtrot’s added context
Identify potential added members to the scope:
Charlie
Echo
Delta
During this scope assessment we were actively writing a potential NERC alert private to the industry to communicate these IOCs
Bravo did discover malware on selected workstations
Deemed unrelated to the IOCs in the memo
But still.  Malware/evidence handling was weak.
The ESISAC can help mature these ops if we’re exposed to them.
ESISAC confirmed Charlie, delta echo initial IOCs were false positive and unrelated
ESISAC shelved an industry alert
Like to think that we momentarily generated connections/values per Metcalfe’s law
Want to grow this into a sustained model
Let’s go back to our kill chain.
If this was not a FP
Intercept after C2 and maybe after action
We have to do better
Random lessons learned
If comparable to industry; the industries IR plans are immature
Protip: do not use AV as a forensics tool to ‘find’ malware.
If it does, your evidence will/may/probably will get deleted
If it doesn’t, that proves little.
These generic observations could be  shared with industry
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Case Study #2: PLC / Protocol Weakness vulnerability Disclosure

.ES—ISAC(hOW)
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Thank you

Ben Miller // ES-ISAC //
http://www.esisac.com

ben.miller@nerc.net

References:
*Metcalfe’s Law: http://en.wikipedia.org/wiki/Metcalfe's law

eAttack Kill Chain: tinyurl.com/3uepgs5 — (presented at the International
Conference on Information Warfare and Security, 3/2010)
*Verizon Data Breach Report: http://bit.ly/f5Dvjk

Questions?




