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‒  ICS platforms are becoming an obvious target for attacks 
‒  “Security Researchers” focusing on ICS because it is easy 

money/fame (little malicious intent) 
‒  Attacks are targeting not only Windows hosts, but controller 

platforms as well 
‒  Actors with intent have access to the weapons: 

▪  Download exploits for free (Italian list, Metasploit) 
▪  Purchase tool kits (Immunity+Gleg) 
▪  Directed where to look for more vulnerabilities 

‒  Most systems have many exploit opportunities 
‒  Patching is an issue for many companies 

▪  Patch deployment requires plant downtime 
▪  Vendor only patches most current version 
▪  Patch releases are slow 
▪  Upgrading to latest version may not be an option 

Control Systems are Under Attack 
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‒  Control systems are at risk � 
▪  not because they are connected to the Internet, but because 
▪  they are connected to enterprise networks that are connected to the Internet 

‒  Concerns rising over the increasing threat from “insiders” 
▪  “Insiders” are not necessarily more hostile, they just have more access 

Control Systems are Interconnected  
to other “Less Secure” Networks 

Lower Probability 
of Successful Breach 

Higher Probability 
of Successful Breach 

Higher Motive 
to Breach 

Lower Motive 
to Breach 



TThink like a hacker … 
Proprietary property of SCADAhacker.com – All rights reserved. 

‒  Once the logical perimeter of the ICS is breached, it is only a 
matter of time for the ICS to be completely compromised 

▪  Firewalls are not as common as most people think 
▪  Routers are very easy to penetrate 
▪  Very few architectures implement any perimeter defense-in-depth 

‒  Most security programs are not risk based 
‒  Security controls implemented tend to focus entirely on 

“prevention”, with little offered to address “detection” and 
“response”  

Current ICS Security Practices are 
Insufficient 

PROTECT DETECT CONTAIN CORRECT 

area most neglected 
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•  Objectives considered when considering a new security 
technology: 

�  Resides at the lowest level of the ICS architecture, where devices are 
most vulnerable 

�  Does not affect network or device performance or availability 
�  Is implemented external to existing ICS-specific devices 
�  Supports ICS-specific protocols 
�  Detects “inside” and “outside” attacks 
�  Can be used against previously unknown vulnerabilities (zero days) 
�  Looks for what is “known good” rather than “known bad” (whitelisting) 
�  Detects attempted attacks 
�  Supports forensic analysis 
�  Integrates with existing security infrastructure (SIEM/SEM, syslog) 
�  Affordable 
�  Scalable 

New Technologies Act as Game Changer 
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•  Network-based Behavior Analysis 
�  Implemented on core Intrusion Detection platform (SNORT or SURICATA) 
�  Simplification through elimination of content inspection (preprocessors) 

and all previously configured rules 
�  Utilizes passively collected network traffic (Wireshark) 
�  “Sensors” deployed on any network segment under evaluation 
�  Events maintained in industry standard SQL database 

•  Steps required to implement an NBA-IDS: 
1.  Collection of “normal” network traffic from all network segments 
2.  Mapping of normal traffic flow patterns 
3.  Analysis of client-server communications 
4.  System definition 
5.  Rule Development 
6.  Testing 
7.  Commissioning 

Implementing Intrusion Detection based 
on Network Behavior 
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Reference Architecture 
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‒  Configure “span” or “port mirroring” on each switch to 
collect PCAP file of network traffic via Wireshark 
 
 
 

‒  Merge individual PCAP files into a consolidated file for 
analysis 
 
 

‒  Import into Safe Mapping and Reporting Tool (SMART) for 
analysis 

Collection of Network Traffic 

C2950# configure terminal  
C2950(config)# monitor session 1 source interface range fastethernet 0/1 – 23 
C2950(config)# monitor session 1 destination interface fastethernet 0/24 

root:# mergecap –w outfile.pcap infile1.pcap infile2.pcap … infilen.pcap 

root:# ./smart.pl –N “ICS Behavior Analysis” –L “^10\.1\.|^10\.2\.|” –r outfile.pcap 
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Mapping of Traffic Flow Patterns 
(All Communications) 

External Comms 

Logical Perimeter 

UDP TCP ICMP ARP 
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Mapping of Traffic Flow Patterns 
(All Communications) 

UDP 
TCP 
ICMP 
ARP 
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Simplified View of Communications 
(Established TCP Traffic) 
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ackekekeer …

Simplified View  
(Established TCP Traffic) 
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Analysis of Client-Server Communication 

650,000 Packets 
2,500 Unique Sessions 
40 Connections 
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Analysis of Client-Server Communication 
(Allowed Connections) 
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Analysis of Client-Server Communication 
(Prohibited Connections) 
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System Definition –  
Networks & Hosts 

# Network Definition 
ipvar ICS_NET [10.1.0.0/16,10.2.0.0/16] 
ipvar ENT_NET !$ICS_NET 
ipvar HOME_NET $ICS_NET 

ipvar EXTERNAL_NET any 
 
# Host Definition 

ipvar ICS_SERVERS [10.1.2.201/32,10.1.2.207/32,10.2.1.18/32,10.1.2.223/32] 
ipvar ICS_OPSTATIONS[10.1.2.221/32,10.1.2.241/32,10.1.2.243/32,10.1.2.245/32, 

10.1.2.247/32] 

ipvar ICS_ENGRSTATIONS [10.1.2.221/32] 
ipvar ICS_CONTROLLERS [10.1.2.231/32] 
ipvar OPC_SERVERS [10.1.2.201/32,10.1.2.207/32] 
ipvar OPC_CLIENTS [10.2.1.100/32] 

ipvar ICS_WEB [10.2.1.18/32] 
ipvar ICS_MULTICAST [224.0.0.105/32,225.7.4.103/32] 
ipvar SERVERS [$ICS_SERVERS] 
ipvar CLIENTS [$ICS_ENGRSTATIONS,$ICS_OPSTATIONS] 

ipvar ICS_COMPOSITE [$ICS_SERVERS,$ICS_OPSTATIONS,$ICS_ENGRSTATIONS,
$ICS_CONTROLLERS,$OPC_SERVERS,$OPC_CLIENTS,$ICS_WEB] 

 

snort.conf 
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System Definition –  
Communications 

# Communication Definitions 
 
portvar OPC_DA_PORTS [135,5000:5100] 
portvar MODBUS_TCP_PORTS [502] 

portvar HTTP_PORTS [80,50000] 
portvar SSH_PORTS [22] 
portvar SMB_PORTS [139,445] 

portvar ICS_UDP_PORTS [53,135:139,12321] 
portvar ICS_PORTS [1433,2909:2910,3456,50000:50005,55550:55560,$OPC_DA_PORTS,

$MODBUS_TCP_PORTS,$HTTP_PORTS,$SMB_PORTS] 

 
 
# Rules Definitions 
include $RULE_PATH/local.ics.rules 

include $RULE_PATH/vulnerability_exploit.rules 
include $RULE_PATH/icmp.rules 
include $RULE_PATH/scan.rules 
 

snort.conf 
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Rule Development  

•  All SNORT / SURICATA “rules” consist of two (2) 
components: 

�  Rule Header 
�  action 

 alert, activate, dynamic, log, pass �  protocol 
 ip, tcp, udp, icmp �  addresses 
 source/destination �  protocol ports 
 source/destination �  direction 
 
->, <> 

�  Rule Options 
�  signature 
�  priority 
�  sid 

alert icmp any any -> any any (msg:"ICMP Ping Echo Request"; itype:8; sid:1000001;) 
 
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:”Web-Misc http directory 

traversal”; flow:to_server,established; content:”..|5c|”; classtype:attempted-recon; 
sid:1112; rev:6;) 
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Rule Development –  
Host-to-Host Communication 

# These required ESTABLISHED connections (3-way handshake successful) 
 
alert tcp $ICS_OPSTATIONS any -> $ICS_SERVERS !$ICS_PORTS (msg:"ICS Suspicious 

Activity - Invalid Communications - HMI-to-Server"; flow:established,to_server; 
classtype:misc-activity; sid:3100201; rev:0;) 

 
alert tcp $ICS_ENGRSTATIONS any -> $ICS_SERVERS !$ICS_PORTS (msg:"ICS Suspicious 

Activity - Invalid Communications - Engineering Stations-to-Server"; 
flow:established,to_server; classtype:misc-activity; sid:3100202; rev:0;) 

 
alert tcp $OPC_CLIENTS any -> $OPC_SERVERS !$OPC_DA_PORTS (msg:"ICS Suspicious 

Activity - Invalid Communications - OPC Client-to-Server"; 
flow:established,to_server; classtype:misc-activity; sid:3100203; rev:0;) 

 
alert tcp ![$ICS_ENGRSTATIONS,$ICS_OPSTATIONS,$ICS_SERVERS] any -> $ICS_CONTROLLERS 

any (msg:"ICS Suspicious Activity - Invalid Communication between Unknown Host 
on ICS Net and Controllers!"; flow:established,to_server; classtype:misc-
activity; sid:3100204; rev:0;) 

 
alert tcp !CLIENTS any -> !$SERVERS $SMB_PORTS (msg:"ICS NETBIOS-SMB Illegal 

Network Request - Potential Data Collection"; flow:established,to_server; 
classtype:misc-activity; sid:3100107; rev:0;) 

 

local.ics.rules 
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Rule Development –  
Host-to-Host Communication 

# These required ATTEMPTED connections (SYN flag set; 3-way handshake incomplete/
unsuccessful) 

 

alert tcp ![$ICS_ENGRSTATIONS,$ICS_OPSTATIONS,$ICS_SERVERS] any -> $ICS_CONTROLLERS 
$ICS_PORTS (msg:"ICS Security Breach - Inside/Outside Attempt to Connect to 
Valid Port/Service - check detailed log for further information"; flags: S; 
classtype:misc-activity; sid:3100205; rev:0;) 

 
alert tcp $SERVERS any -> $CLIENTS any (msg: "ICS Suspicious Activity - Illogical 

TCP Communication - Possible Virus/Attack in Progress"; flags: S; 
classtype:misc-activity; sid:3100206; rev:0;) 

 

alert udp $SERVERS any -> [$CLIENTS,!$ICS_MULTICAST] any (msg: "ICS Suspicious 
Activity - Illogical UDP Communication - Possible Virus/Attack in Progress"; 
classtype:misc-activity; sid:3100207; rev:0;) 

 

local.ics.rules 



TThink like a hacker … 
Proprietary property of SCADAhacker.com – All rights reserved. 

Rule Development –  
Information Gathering 

alert icmp !$ICS_COMPOSITE any -> $ICS_COMPOSITE any (msg:"ICS ICMP ECHO REQUEST"; 
itype:8; classtype:misc-activity; sid:3100101; rev:0;) 

 

alert icmp !$ICS_COMPOSITE any -> $ICS_COMPOSITE any (msg:"ICS ICMP PING *NIX"; 
itype:8; content:"|10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F|"; depth:32; 
classtype:misc-activity; sid:3100102; rev:0;) 

 
alert icmp !$ICS_COMPOSITE any -> $ICS_COMPOSITE any (msg:"ICS ICMP PING Microsoft 

Windows"; itype:8; content:"abcdefghijklmnop"; depth:32; reference:arachnids,
159; classtype:misc-activity; sid:3100103; rev:0;) 

 
alert icmp !$ICS_COMPOSITE any -> $ICS_COMPOSITE any (msg:"ICS ICMP PING LINUX/

*BSD"; dsize:8; id:13170; itype:8; reference:arachnids,447; classtype:misc-
activity; sid:3100104; rev:0;) 

 

alert icmp !$ICS_COMPOSITE any -> $ICS_COMPOSITE any (msg:"ICS ICMP Traceroute"; 
icode:0; itype:30; classtype:misc-activity; sid:3100105; rev:0;) 

 

alert icmp !$ICS_COMPOSITE any -> $ICS_COMPOSITE any (msg:"ICS ICMP Traceroute 
undefined code"; icode:>0; itype:30; classtype:misc-activity; sid:3100106; rev:
0;) 

 

local.ics.rules 
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Testing and Validation 

‒  For the purposes of this demonstration, the following 
commands were executed from a  

# Nmap scan 
root:# nmap 10.1.2.201 
 

# Ping 
root:# ping 10.1.2.201 
 

# SMB/CIFS File-Sharing Connection 
root:# mount –t cifs –o username=user,password=pass //10.1.2.201/share /mnt/smb 
 

# Attempt to connect to valid port not used by ICS server 
root:# nc 10.1.2.201 3389 
 

# Attempt to connect to valid port used by ICS controller 
root:# nc 10.1.2.231 55555 
 

# Attempt to connect to invalid port 
root:# nc 10.1.2.201 49999 
 

# Attempt to connect to valid port used by ICS server 
root:# nc 10.1.2.201 50000 
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1,6 
4,6 

1  Nmap 
2  Ping 
3  SMB/CIFS  (tcp/445) 
4  RDP  (tcp/3389) 
5  Connect to Controller  (tcp/55555) 
6  Connect to Server  (tcp/49999) 
7  Connect to Server  (tcp/50000) 

Results from Control Network “Inside” 
Attack – Known Host 
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1,4,6 
1,3,5,7 

2 
2 
3 
5 
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Results from Control Network “Inside” 
Attack – Unknown Host 

1  Nmap 
2  Ping 
3  SMB/CIFS  (tcp/445) 
4  RDP  (tcp/3389) 
5  Connect to Controller  (tcp/55555) 
6  Connect to Server  (tcp/49999) 
7  Connect to Server  (tcp/50000) 
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1 
1,2 

1,4,5,6,7 
1,5 
2,7 

3 
5 
5 

Results from Enterprise Network “Inside” 
Attack – Authorized Host 

1  Nmap 
2  Ping 
3  SMB/CIFS  (tcp/445) 
4  RDP  (tcp/3389) 
5  Connect to Controller  (tcp/55555) 
6  Connect to Server  (tcp/49999) 
7  Connect to Server  (tcp/50000) 



TThink like a hacker … 
Proprietary property of SCADAhacker.com – All rights reserved. 

The Million Dollar Question � 
“Would this have detected Stuxnet???” 

YES !!! 
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The Million Dollar Question � 
“Would this have detected Stuxnet???” 
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The Million Dollar Question � 
“Would this have detected Stuxnet???” 

Complete forensic data for each packet! 
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  joel@SCADAhacker.com 
  www.SCADAhacker.com 
  @SCADAhacker 
  +1.623.476.9667 


