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Geographically dispersed systems

Responsiveness

Business agility

Cost savings

Compliance

Security

From Interconnection…
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…to Insider Threats
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Abusing Modbus for Fun and Profit
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Bringing Back “Security Through Obscurity”
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I Know What You’re Thinking…
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Behind the Curtain
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TCG: Standards for Trusted Systems
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TNC – Trusted Network Connect
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TNC Standards
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Metadata: Data About Data
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Attacks Are Evolving
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Fortunately, So Are the Defenses

IF-MAP
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Resources

TCG TNC
– http://www.trustedcomputinggroup.org/solutions/network_security

Boeing
– http://www.boeing.com

Byres Security
– http://www.byressecurity.com
– http://www.tofinosecurity.com

Juniper Networks
– http://www.juniper.net

Article: Utilize Open Standards to Protect Control 
System Networks
– http://www.rtcmagazine.com/articles/view/101522

http://www.trustedcomputinggroup.org/solutions/network_security
http://www.boeing.com/
http://www.boeing.com/
http://www.boeing.com/
http://www.juniper.net/
http://www.rtcmagazine.com/articles/view/101522


|    Copyright © 2010 Juniper Networks, Inc.15

Summary

Defense in Depth Is Your Friend
Security Through Obscurity Isn’t All Bad
IT Security People are Educable
So Are Control System People
Security Technology is Evolving to Address 
Control System Network Environments
Open Standards Can Help



THANK YOU
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Questions?

Lisa Lorenzin

llorenzin@juniper.net


