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Presentation Notes
Safety has Safety Integrity Levels (SILs)
Difficult, but manageable
Quantitative measures possible
Can be described by a single quantity
Protecting health, safety, and environment (HSE)
Security has Security Assurance Levels (SALs)
Much more difficult process
Generally qualitative measures
Quantitative not possible for some things
Difficult to describe everything as a single number
Protecting HSE, process, information, public confidence, national security, etc.
SAL vector may be easier
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ISA-99 Document Series

IEC/TS 62443-1-1 IEC/TR 62443-1-2 y IEC 62443-1-3
ISA-99.01.01 ISA-TR99.01.02 ISA-99.01.03

Terminology, Master glossary of System security

concepts and models terms and compliance metrics
abbreviations

Fublished as ISA-99.00.01-2007

IEC 62443-2-1
1ISA-99.02.01

IEC 62443-2-2
ISA-99.02.02

IEC 62443-2-3
ISA-TR99.02.03 =

Establishing an IACS
security program

Operating an IACS
security program

Patch management in
the IACS environment

IEC/TR 62443-3-1 IEC 62443-3-2 IEC 62443-3-3 IEC 62443-3-4

S
&

= £ ISA-TR99.03.01 ISA-99.03.02 ISA-99.03.03 ISA-99.03.04

L - Syst it

c 3 Security technologies Security assurance ys'am se::un yd Product development

= 4 for IACS levels for zones and requirements an i t

] tzi or conduits security assurance requirements
levels

Published as ISA-TR99.00.01-2007

IEC 62443-4-1

2 IEC 62443-4-2 2 IEC 62443-4-3 _ IEC 62443-4-4
ISA-99.04.01 = ISA-99.04.02 ISA-99.04.03 ™= ISA-99.04.04

Applications, data

Embedded devices Host devices Network devices and functions

| Published @ In Progress &J Comment/Vote '
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 4 major technical groupings
 Common – Common stuff to all of the standards in the series
 Program – Administrative, personnel, programmatic aspects
 Technical: System – Requirements necessary when designing, building, and configuring a system
 Technical: Component – Requirements necessary to build into a system or device when designing, building, and configuring a system
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Types of SALs
o Target SALs  Designed SALs
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 Used for different parts of the design cycle
 Target SALs
 Desired level of security
 Performing a risk assessment
 Determining the level of security necessary for the system for correct operation
 Designed SALs
 Planned level of security
 May go through multiple revisions during design process
 Achieved SALs
 Actual level of security
 Measured after a system is in place
 Does the “as-built” system meet the requirements set out in the Target SALs
 Capability SALs
 What do I need to build or configure in a system?
 What capabilities are necessary to meet the Target SALs without additional compensating control?
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Using SALs: Process Example
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Level Definitions

Casual or Coincidental Violation

Intentional Violation Using Simple Means

Intentional Violation Using Sophisticated
Means

Intentional Violation Using Sophisticated
Means & Extended Resources
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 SAL 1
 Generally process or procedural-related security measures with some very basic technical means
 EXAMPLE 1: Operator changing set point outside a pre-defined range  Didn’t enforce access & use control
 EXAMPLE 2: Password sent cleartext viewable by network engineer  Didn’t enforce data confidentiality
 EXAMPLE 3: Engineer means to access PLC #1 but actually accesses PLC #2  Didn’t enforce data flow policies
 SAL 2
 EXAMPLE 1: Virus infects email server spreading to engineering workstation
 EXAMPLE 2: Attacker compromises web server  Attacker uses that as a pivot point to attack industrial DMZ
 EXAMPLE 3: Operator views website while on HMI that downloads a Trojan that opens the router/firewalls to the Internet
 SAL 3
 EXAMPLE 1: Password or key cracking tools based on hash tables
 EXAMPLE 2: Attacker gains access to Safety PLC through Modbus conduit after gaining access to control PLC through vulnerability in Ethernet controller
 EXAMPLE 3: Attacker gains access to data historian through industrial/enterprise DMZ firewall through the enterprise wireless network
 SAL 4
 EXAMPLE 1: Using a super computer or computer clusters to conduct brute-force password cracking using large hash tables
 EXAMPLE 2: Using a botnet to attack a system using multiple attack vectors at once
 EXAMPLE 3: Organized crime organization, motivated with resources
 EXAMPLE 4: Stuxnet is a prime example of a level 4 attack.  There may or may not be any way to defend against it, though.


E f,,%% Engineering Laboratory (EL)
%g’ National Institute of Standards & Technology (NIST)
"%%ﬁd‘ U.S. Department of Commerce, Technology Administration

Foundational Requirements
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FR1 – Access Control
Identify a user
Assign them to a role in a role-based security system
EXAMPLE: Assign a user to be an operator, engineer, system administrator, etc.
FR2 – Use Control
Assign particular abilities and privileges to a particular role
EXAMPLE: Allow an operator to adjust a set point within a certain range, allow an engineer to change set point anywhere and adjust operators range, disallow an administrator from changing engineering set points
FR3 – Data Integrity
Assure that data in repositories and in-transit isn’t modified without knowledge and/or privilege.
Man-in-the-middle attack for network
Hacker changing database value
FR4 – Data Confidentiality
Assure the data is protected from eavesdropping and people searching for information
Everything from seeing usernames and passwords written on a sticky note to encryption
FR5 – Restrict Data Flow
Limit the flow of data through a system to enforce a zone and conduit model and to decrease the impact of an event
FR6 – Timely Response to an Event
Respond to things as they are found
Notify the proper people
Record the important information
Fix things and improve the system
FR7 – Resource Availability
Ensure the availability of the system
Lowest level – Make sure the system can operate robustly under normal conditions
Highest level – Make sure the system can operate (possibly under reduced functionality) under the most extreme situations (Hurricane Katrina)
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SAL Vector Format

SAL-?(|FR,]domain) =
{AC UC DI DC RDF TRE RA}

 Examples
— SAL-T(Control System Zone)={2 2 0 1 3 1 3}
— SAL-C(Engineering Workstation) ={3 3 2 3 0 0 1}
— SAL-C(RA, Safety PLC) =4

« Definition & usage still under development
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SAL-? = (Requred) Type of SAL
SAL-T = Target SAL
SAL-D = Designed SAL
SAL-A = Achieved SAL
SAL-C = Capability SAL
[FR,] = (Optional) Applicable FR
domain = (Required) Application domain
Standards Dev. Ex. = Procedure, System, Component
User Ex. = Zone A, Pumping Station, Eng. Workstation
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Contact Information

e Jim Gilsinn

— National Institute of Standards & Technology (NIST)

— +1-301-975-3865

— James.qgilsinn@nist.gov N H
e Ragnar Schierholz

— ABB Corporate Research
— +41 (58) 5868297
— ragnar.schierholz@ch.abb.com
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