py T &



‘exida ’

* We help our clients improve the safety, security and
availability of their automation systems
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Agenda

Introduction
Incident
Response
Assessment
Lessons Learned
Next Steps
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Stuxnet 1s not the first malware
to infect ICS

Incident Types

External - Virus/Trojan/Worm
Control /SCADA System Failure
Accidental Software Failure
External - System Penetration
Accidental Network Failure
Accidental Inappropriate Control
Internal - Sabotage

External - Sabotage

Accidental Incident

Internal - Non-Authorized Access
External - Denial of Service (DoS)
Internal Incident

External - Information Theft

10 20 30 40 S0 60

© 2010 Security Incidents Organization, The Repository of Industrial Security Incidents (RISI) database
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Impact of Malware In ICS

Impact of Financial Impact

Loss of Staff Time

Loss of View
> 51

Loss of Production/Operation 510,000 - 100,000
22%
Loss of Equipment Control

Loss of Communications

Loss of Data

lllicit Use of Equipment

© 2010 Security Incidents Organization, The Repository of Industrial Security Incidents (RISI) database
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Incident

December 2009

Petrochemical company in South Africa
Virus (Win32/Sality) infected DCS system
Two OPC servers shutdown

Operators ran plant partially blind for 8 hours
Engineers rebuild servers

Recovered without loss of production
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1.) Replaced servers and
updated access control list

Scenario

SCADA SCADA
1 2

Ao
2. OPC servers  sw=

stopped. Virus
discovered.

56 Layer




Win32/Sality Virus

Discovered: April 18, 2009

A worm that spreads by infecting executable files and
copying itself to removable drives

Deletes files with .vdb, .avc and .key in the filename
and also files listed under certain registry subkeys

Ends processes and lowers security settings by
modifying the registry
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Response

« Conducted a root-cause investigation

* Implemented policy & procedural changes
Configuration management policy for IT switches
3'd party software policy
Anti-virus management policy
Prohibited remote access

Portable media policy

* Hired third-party SME to perform a thorough

control system security assessment
Familiar with DCS, SIS and SCADA systems
Knowledgeable of latest standards & technology

Experience in similar plants
Unbiased
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Assessment Process

. Understand and scope the system under assessment

Develop a clear understanding of the network
architecture and all traffic flows

Develop an inventory of all networked control devices
within the boundary of the system

Perform device level assessment

Interview key employees involved in operations and
security of the control networks and equipment

. Analyze collected data and compare with corporate
standards and industry best practices to identify gaps

Recommend solutions to close identified gaps
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Results

For each item in ISA
99.02.01

Requirements

Importance to effective
security

Industry best practices
Observations
Recommendations

48 recommendations

9 critical recommendations
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Table of Contents

Bussss Rariosa
e ——

Imporaarce 1o £ffect
ANSIISA-99 0201
Indusmy Best Praceid
i T——
Resommendanions

SECURITY POLICY,
Cmie Secin

Dbservanins
Recomm

wRZE SR i ms
Imporsance o Effecr

Imporasrace 1o Effect
ANSIISA-99,
Incusry Best Praceid

ANSIIEA 900207 Raqulremanss.
Inusmry Best Fracrices
Fhseranians

Recommendation:
SELECTED SECURITY COUNTERMEASURE!

TacAL &
Jre——y s — 5 Sitases
VLA 590201

ANSEISA ey
Inhesrry Hest Fraceices| Indusiry Best Pracvices
. Cbservanans

Imporiare o Efectie
Indusey Best Pracrices

Imporame 10 Effectve

Secariy

e
‘LarTors AD PORTARLE Mitea

Secariry

Importamce 1o Effect

‘B Blapia e AN TMPLENENTATION .

Seceriny

ANSUISA 5 A
A MANAEMENT |

Imporaaesce 1o Exfe
crice

Indusiry Best Pravice
Gbservanans

a3
et Praxnio s
Impovianee 1o £
ANSUISA 990201 R
Indusey Best Pracrice

Hi4  Obsereanans
Re

I3 MASSTA
Secart
i Requirements
Industry Best Practices
Obacreariass.
Recommendirions.

ACRONYAL

2 2aGRARRE

L RYOF SECURITY TEFAS.

ADDITIONAL REFEREN

ICSIJWG 2010 Fall Conference




Network Segmentation

Observations:
Network connections not well documented

Insufficient separation between business LAN and control
system (VLANS & ACL's)

Boundaries unclear and no boundary devices

Several computers were found to have hundreds of
established network connections

Several dual-homed servers
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System Hardening

Observation Recommendation

» \Workstations extensive Remove all unnecessary
number of inappropriate applications and services

applications Apply the vendor
UltraVNC recommended or NIST
Microsoft ActiveSync hardening settings to all

Internet Explorer workstations and servers

Microsoft Outlook / Outlook Immediately remove any

=xpress unnecessary shares
Windows NetMeeting y

Internet checkers game
Remote access phonebook

 Numerous files shares
configured
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System Hardening

Observation Recommendation

Numerous active, unused Disable or lock any unused
Ethernet ports ports

USB ports disabled by Use physical devices to lock
registry setting cables into used ports and
block access to unused ports
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| essons Learned

Client

Network segmentation is
critical

Anti-virus used per supplier
recommendations

Portable media iIs dangerous

Awareness/training is
Important

Systems should be hardened
and patched per supplier
recommendations

ASSessor

ANSI/ISA 99.02.01
provides good structure but
cannot be used as a checklist

Zone and conduit modeling
works

Supplier’s reference
architectures need to be
adjusted for “real”
applications

Data collection must be
performed very carefully on
a live control system
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Next Steps

Client is developing corporate policies and procedures

Client is preparing to deploy recommended network changes
Role-based security training is being developed and integrated
Into existing training program

Monitoring technology (e.g. IDS, HIPS) being investigated
Access control (logical and physical) being reviewed

System hardening being implemented with supplier support
Additional units and sites will be assessed
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